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Abstract

Depending on the inclination of the authors and the focus of their security research,
we recognize two most common approaches: the first focuses on the stability of national
governance structures and territorial integrity (state and/or national security); while the
second approach focuses on security as a civil right in daily life, the availability of
necessary resources and the quality of life. The latter approach is known in theory as the
concept of human security. Considering the fact that a comprehensive analysis of the
security situation involves elements of both approaches, in the paper we consider the
complex relationship between state and non-state security actors through the
hybridization of the political system. The mismatch between the level of the national
strategy and its operationalization at the level of meeting the needs of citizens requires the
introduction of new elements in the space between the strategic and operational levels.
The outlined approach can be called the Hybrid Security System because of its potential
contribution to raising the level of Human Security (HS) in local communities. We will
present the hybrid security system conceptually in the form of a decentralized computer
network. The presented diagram of System Dynamics and the proposed model of HS
operationalization through the hybridization of security systems using the potential of
Information and Communications Technologies are a good basis for the analysis and
raising the level of citizens’ security in relation to current threats.

Key words: security system, Human Security, operationalization, hybridization,
System Dynamics.

XUBPUIN3AIIUMIJA CUCTEMA BE3BEJHOCTHU
Y ®YHKIINJIJU PEAJIM3ALIMJE KOHLEIITA JbYJACKE
BE3BEJJHOCTHU

AncTpaxkT

V 3aBHCHOCTH OFf OTpENe/berha ayTopa U HOKyca IUXOBHX HCTPAKHBaka y 0071aCTH
6e30eHOCTH, MPEMO3HajeMo ABa MPHCTYMA: NMPBH y CPSAMINTE HCTPKHBAHKA CTABIbA
CTaOMITHOCT /IP)KaBHUX YIPABJAYKHX CTPYKTYpa M TEPUTOPHUjaITHU MHTETPHUTET (IpKaBHA
V/WJIM HallMOHATTHA 06e30€IHOCT); IOK ce APYTH MPUCTYT yepeacpehyje Ha 6e30eaHoCT Kao
IpaBo TpaljaHa HAa CHTYPHOCT y CBaKOJHEBHOM JKHBOTY, JOCTYITHOCT HEOIXOIHHX
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cpezcraBa M KBanuTeT >kuBoTa. OBaj IPYTH NMPHUCTYH je y TEOPHjU MO3HAT MOJ HA3UBOM
KOHIIENT JbyIcke Oe30enHocTu. MMajyhu y Bumy YMmeHHIYy Aa CBeOOyXBaTHa aHAIM3a
Oe30eHOCHE CUTYyalMje MOApasyMeBa ellieMeHTe o0a IMpHUCTyNa, y paay pasMarpamo
CIIO’KEH OJJHOC APXKABHHUX U HEAP)KaBHUX cyOjekaTa 0e30eIHOCTH Kpo3 XHOpHAW3ALH]jY
noyuTidkor ypehema. HeycarmameHoct m3melly HuMBOa Ip)kaBHE CTpaTerHje U H-CHE
olepalroHaII3aNKje Ha HUBOY 3a70BOJbaBamba MoTpeda rpalaHa 3axTeBa yBoleme HOBUX
eneMeHara y Mehympocrop m3mely crparemkor M omepaTtHBHOr HHBOA. V3nmoskeHn
HPHCTYTI 300T MOTEHIMjaJIHOT JIOIPHHOCA TTOAN3amy HUBoa Jbyrcke Oe30enHocTH y Jo-
KaJTHAM 3ajeJHAI[aMa MOJKeMO Ha3BaTH XHUOPHIHUM CHCTEMOM 0e30exHOCTH. XHOpUIuHN
crcreM 6e30eHOCTH NprKa3ahieMo KOHLENTYaIHO Y BUY JELECHTPAH30BaHe padyHapCKe
Mpeske. [IprkasaHu aujarpaM CHCTEMCKE TMHAMHKE M MPEIIOKEHH MOJEN ONeparoHa-
nM3angje Jbyacke 0e30eHOCTH Kpo3 XHUOpHIM3alyjy HMOJUTHYKOT CHCTEMa, KopucTehn
MOTEHIMjaJT MH(POPMAIIMOHO-KOMYHHKAIIMOHNX TEXHOJOTHja, Jaje M00py OCHOBY 3a
AQHAIN3Y ¥ TTOAN3ahe HUBOA CHT'YPHOCTH Ipal)aHa y 0[JHOCY Ha aKTyeIJTHE IPETHhe.
Kibyune peun:  cucrem 6e36eqH0CTH, JbyCKa 6€30€IHOCT, ONepannoHaIn3aIyja,
XuOpuIM3alyja, CHCTEMCKa THHAMUKA.

INTRODUCTION

Security is a complex field that can be analyzed applying various
approaches, depending on the inclination of the author and the focus of
their research. In the broadest sense, we most often recognize two
approaches: the investigation of the political processes and the social
environment affecting the stability of the state and local managing
structures; and the investigation of security as the right of citizens to their
security, protection of their assets and welfare. Although at first glance it
seems that this is the case of mutually excluding positions, we talk about
complementary approaches to security that can contribute to the quality
of security status analysis together.

The primary goal of the first approach that we recognize by two
terms, state and/or national security, is the security on the institutional
level that ultimately also affects the security of the citizens. The second
approach gives an important place to citizens by introducing them as the
subjects of the security space, apart from the state. The Concept of
Human Security quantifies its status by the elements that affect the
guality of life of the citizens — elements that are, as such, a constituting
part of common public interest. Many of HS elements may appear in state
documents pertaining to strategic measures that generate politics focused
on the security of citizens.

The elements of HS are present in the strategies of national states
through their commitment to upholding the principles of sustainable
development, as well as the respect for the basic human rights contained in
the UN Chart. However, it is a long way from a declarative commitment to
an idea to its implementation. The realization of HS requires the creation of a
political framework that demands a wide involvement of different actors
beside the involvement of formal state institutions. Beside the regular
subjects, such as states and international universal (and regional)
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organizations, we also recognize the following actors: non-governmental
organizations (associations of citizens - both national and global),
transnational businesses, international political movements, various levels of
local (self) government, and many informal institutions. Given the number of
actors, their vertical and horizontal coordination across political structures is
required in order to bring about positive effects at the individual level - the
level of citizens as end-users of the system.

The implementation of national policies and strategies that have an
impact on HS follow the top-down principle. At the national level,
decisions and regulations are made, which are then implemented at a
lower, local level. The shortcoming of this process is that strategies are
rarely changed and often do not take into account the changing realities at
lower levels. On the other hand, operationalization, i.e. the realization of
security-related activities at the citizen level, requires the bottom-up
principle and a rapid real-time response. Activities such as risk
management, monitoring, various security services, etc., are carried out in
dynamic and ever-changing circumstances and require insight into the
specific situation at the local level. The state, at the strategic level, as a
slow inert structure, is not able to react in a timely manner in accordance
with the needs of the situation in order to protect the interests of citizens.
In practice, this leads to problems in the efficiency of the realization of
activities that contribute to the status of citizens' security in the part that is
addressed at the local level (Kraushaar & Lambach, 2009).

Considering the described characteristics of the process, we can say
that there is a kind of interregnum between the institutional level of security
space design and citizens as end-users of the system. In order to solve the
problem identified, we propose a hybrid approach based on the introduction
of new elements of the security system in the interspace between the strategic
level at which state strategies are created, and their operationalization in real
conditions, at the local level. We see a solution to the problem in the
hybridization of the political order that can facilitate the operationalization of
the HS (Richmod & Michell, 2012). This paper presents a proposal for the
realization of HS through a hybrid form of a distributed computer network.

THE CONCEPT OF HUMAN SECURITY

After the fall of the Berlin Wall, many expectations of the transitional
process of returning to the capitalism of the former socialist (communist)
countries were betrayed. The period of time from 1989 to 1994, was long
enough to identify global trends and security challenges in the post bipolar
world. In addition to the problems inherited from the Cold War period, there
are also negative effects of transition, that is, the consequences of this process
on the lives of the people affected by it. UNDP experts who participated in
the writing of the 1994 Annual Development Report offered an analytical
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framework that should be able to identify the causes of the poor social and
political condition (UNDP, 1994, pp. 22-40).

The seven-dimensional matrix, on which HS is based, enables the
quantification of the quality of life of people in an area, through all relevant
segments of the private, social, economic, health, political, environmental
and institutional space (Pordevi¢, 2013, p. 78). The HS incorporates the
struggle for human rights and the humanization of human relations, as well
as the relation of man to the living and non-living world on the planet from
the Enlightenment to our times. The idea is that the quality of life of
members of our civilization is quantified by universal standards, regardless
of where they live, what their skin color or confessional affiliation is. HS
represents an attempt to operationalize UN documents, such as the Charter
of Human Rights, Brutland and the Brandt Report, as well as many other
movements and declarations (such as the fight for the rights of workers and
women, the Roman Club, etc.). The analytical potential that the HS carries
in itself enables the identification of the causes of the largest number of
security challenges and threats the modern civilization is currently facing.

This situation emphasizes the need for operationalization of the HS
in order to obtain a model that enables a qualitative analysis based on
specific indicators. The monitoring of the situation on the ground makes it
possible to identify the source of the problem and therefore to find the
solution in an easier way. When designing research procedures, it is
necessary to ensure the reliability of the data obtained and to prevent any
information manipulation. Explicating the methodology that researchers
will be guided by requires far more space than we have on this occasion.
The idea is to point out the analytical potential of the HS that is even more
pronounced using the opportunities offered by information and
communication technologies (ICT). However, we emphasize here that the
increasing digitalization in our surroundings and the automation of business
processes based on the principles of artificial intelligence requires
additional engagement in protecting people and their surroundings. The so-
called Al offers certain possibilities, but there are no definitive solutions to
the problems it opens in the field of HS, thus we are talking about new
aspects of HS and the issue of respecting the ethical standards in this field
(Pordevi¢ & Dzigurski, 2018).

We emphasize the fact that HS challenges the right of states and
economic entities to pursue their interests by endangering fundamental
human rights. HS starts from the protection of human rights as the basic
premise of the existing UN system and the commitment assumed by all
Member States. Scientific and technological progress raises many ethical
and legal issues that need to be addressed in order to maintain the current
level and make progress in the field of HS. One of the solutions is to apply
the so-called embedded security and ethical methods and principles into
technical means and decision-making processes in order to achieve an
effective response to existing and possible new forms of endangering
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people and their surroundings. That is why interdisciplinary cooperation
between experts of various profiles (technical experts, ethicists, lawyers,
etc.) and policy makers in the field of HS is required.

Operationalizing the Concept of Human Security

The operationalization of the HS concept involves the use of its
basic settings in threat assessment, that is, undertaking adequate activities
to mitigate threats to raise the level of security of the population and
individuals at risk. This requires the creation of strategies and activities in
order to protect against existing and potential sources of threat. Protecting
people from violence and repression, fighting poverty, preventing
epidemics and other threats that can cause unexpected accidents raises
society’s resilience to sudden changes in the surroundings (UN, 2016)".

An effective approach in the process of HS operationalization is the
systemic approach. This approach, founded on the principles of System
Dynamics (SD), is good because it is based on status monitoring and
change management on the basis of the monitoring of selected parameters
(variables). For the purpose of monitoring HS, indicators are used in the
process of the analysis of the situation within all seven dimensions of HS.
The problem with the security phenomena is that measuring the change in
different phenomena is usually not possible directly. The process is
compounded by the fact that subjective experiences are part of the research,
and special expertise is needed to objectify the results obtained.

From the technical point of view, the operationalization of HS and
its effective implementation is possible at the level of engineering operational
management thanks to the use of modern information technologies. For this
purpose, Management Centers are required that make management
decisions on the basis of monitoring the obtained data and their expert
analysis in order to achieve the desired level of security. Due to the
complexity of factors affecting the citizens’ security and a large amount of
data that we receive through the monitoring process, i.e. the need for a
broad base of expert knowledge necessary to make adequate management
decisions, the use of Al-based tools can contribute to their quality.

In terms of infrastructure, control centers should be brought about in
the form of a distributed computer network, with numerous data monitoring
components. The essential monitoring components are the Early Warning
Systems, which are necessary to generate data for emergency management
purposes. Given that data validity and reliability are important to the
success of the system, blockchain technology (Bruyn, 2017) can be used to

! Bearing in mind the limited space, we are not in a position to further elaborate on the
process of operationalizing the concept of human security. Therefore, we recommend
the following references for anyone who is not familiar with this topic.
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establish a computer network, which provides a high level of data security
and enables their fast and reliable transfer as an essential prerequisite for
achieving the desired objective.

Based on the above said, it can be concluded that the
operationalization of the HS requires an expert selection of topics and areas
within a unified holistic approach. The basic prerequisite for the successful
implementation of the HS is the recognition of the specific nature of threats
to the security of citizens, as well as various options for taking action to
prevent or mitigate their activities. By fostering participatory processes, HS
contributes to the establishment of networks and mechanisms of cooperation
between different actors, thereby contributing to the improvement of dialogue
between formal state institutions and informal institutions founded by
citizens. This process can contribute to increase (establish) the trust in the
system and greater citizen engagement, which ultimately leads to improving
social coherence.

The operationalization of HS can be efficiently achieved through the
process of hybridization of political systems, which, combined with the
adequate use of ICT, enables:

= Combining top-down processes, norms, and formal state
institutions that include the rule of law, responsible governance, and social
protection instruments, with a bottom-up approach in which democratic
processes support the important role of people and local communities as
actors in defining and exercising their essential rights.

= |dentifying the gaps in the existing security infrastructure and
determining ways and means of preventing its deficiency displaying.

= Making programs and policies sustainable to protect and improve
existential conditions, as a systematic way to achieve long-term stability.

= A higher level of citizen activity in pursuing their personal and
community interests.

= Increasing the resilience of people and local communities, taking
into account the factors of their lack of security in the event of an accident.

= [Fostering participatory processes between formal state institutions
and informal civic organizations (Richmod & Michell, 2012).

HYBRID POLITICAL SYSTEM

Hybrid political system (HPS) is characterized by practices through
which democratic and autocratic characteristics are manifested. It is called
hybrid because it is a combination of democratic processes with features that
are characteristic of autocratic political systems. In short, we can say that
hybrid political systems are a special form of political arrangement that is
between democratic and autocratic models of organization. HPS is present in
many developing countries, especially since the end of the Cold War. In
addition to the potential destabilizing factors in relation to the efficiency of
public administration, so far it is shown in practice that by combining both
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approaches (democratic and autocratic), hybrid political systems can ensure
the sustainability and resilience of complex political entities. It is for this
reason that the experience in the implementation of HPS governance
mechanisms can be applied to improve the efficiency of public
administration. More about the statistics and the presence of hybrid political
systems in the world can be seen in more detail in the reference: Hybrid
what? - The contemporary debate on hybrid regimes and the identity
guestion (Cassani, 2012).

The HPS is an arrangement in which formal (state) and informal
institutions coexist and participate jointly, depending on their competencies,
interests, and capabilities, in the implementation of the administrative
processes of a state system.? From the standpoint of development and
security, formal state institutions are necessary but not always sufficient for
the functioning of a complex political organization. Informal institutions can
act complementarily to stabilize and support the functioning of the system,
which implies a balance between formal and informal institutions and their
functions.

Informal networks are present in the civil society sector, in social,
cultural, political, environmental, health, education, security, and other
domains. The existing informal networks and organizations achieve their
special logic and rules of functioning in relation to the state structure.
Although the functioning of informal networks is not always in line with
strict regulatory frameworks, they can contribute to creating a stable structure
across the spectrum of social practice. In order to overcome the constraints of
formal institutions, local social actors can develop specific patterns of
interaction and communication that emerge as adaptive responses to the
constraints and capabilities of formal institutions.

The relationship between formal institutions and informal social
networks is not yet adequately conceptualized, but the most rational approach
to solving this is one advocating the inclusion of informal networks as
sectoral subsystems within the overall governance. The hybridization within
political systems can contribute to the development of political strategies in
the process of democratization of social processes, raising the efficiency of
public administration, stimulating economic and social development, raising
the level of security, implementing post-conflict strategies, humanitarian
activities, etc.

Given that hybridization supports the integration of formal and
informal institutions, various variants of hybrid political order can contribute

2 In this text, we speak affirmatively of HPS. However, there are authors whose views
of hybridity in the context of political order have a negative connotation. Nora Stel
and Wim Naude use the term hybridity to explain corrupt practices in Lebanon (Stel
& Naude, 2016). Honorata Mazepus, Wouter Veenendaal, Anthea McCarthy-Jones
and Juan Manuel Trak Vasquez elaborate on the hybridity of political order through
the analysis of solely, according to them, authoritarian systems (Mazepus et al., 2016).
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to achieving the objectives that are the focus of HS. This assumption is
based on the fact that the hybrid system, in comparison to the classic top-
down government, is better adapted to the phenomena in local communities,
that it can maobilize the local population and local institutions and bring about
their legitimacy. That is why we believe that the implementation of HS
leads to the hybridization of political systems, while HPS contributes to the
operationalization of HS in the form of the so-called Hybrid Security System
(HySec).

THE IMPLEMENTATION OF THE HUMAN SECURITY CONCEPTS
THROUGH THE HYBRID SECURITY SYSTEM

In many developing (and/or transitional) countries the hybridization of
the security system is a more appropriate model for managing the security
sector than the standard state model. HySec enables the establishment of
complex relationships between formal and informal, state and non-state
actors in the security sector. HySec is more functional and easier to adapt to
the real needs in accordance with changes in the surroundings.

The hybridization of the security system is a process in which state
and non-state actors in the field of security coexist and interact, with the state
distributing some of its authority and legitimacy to other entities (networks
and institutions) within the existing legal framework. Functionally, HySec
achieves the harmonization between state and non-state security actors by
carrying out the following activities:

= The identification of relevant informal actors, institutions, norms
and their roles within the existing political system.

= Achieving an increase in the capacity of informal actors and
directing their activities towards linking with formal institutions to support
their activities.

= The development of realistic programs and the creation of policies
that should contribute to raising the level of security and the realization of
human rights at the level of local communities and the vulnerable categories
of the population.

= The establishing of evaluation and monitoring systems to the
purpose of monitoring the situation on the ground and making adequate
decisions to address security challenges and threats. This system should
maximize the involvement of formal and informal actors in emergencies and
in crisis management.

The concept of HySec is a new approach in the field of security
management, and the significance of this concept is found in its possible
positive impact on the security of people in all dimensions of HS,
especially in the region of developing countries and in vulnerable areas.
However, realizing this positive potential entails significant research
efforts, as well as the transformation of security systems in order to make
HySec operational in governance systems.
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Research conducted in the territory of Bosnia and Herzegovina
shows that the activities of informal networks created during the war and
their links with formal structures in power are very firm in local ethnically
homogenized communities. This is an example of the use of informal
networks affiliated with formal institutions to protect ethnic identity in
existing social circumstances, thereby enhancing the sense of security of
the population (Bojicic-Dzelilovic, 2013).

More detailed research was carried out in Africa as part of the reform
of the national security sector, with the aim of incorporating hybridization
into public administration systems. Although most African states have
sovereignty within internationally recognized borders, there exist non-state,
i.e. informal institutions, in many parts of this continent that have a particular
impact on citizens' security (Bagayoko, Hutchful, & Luckham, 2016).

In the conditions of internal and/or international conflicts on the
African continent, often informal institutions are the only ones that survive
and function. They play an important role in the security and protection of
local communities, as well as in the legitimacy and efficiency of governance
in the security sector. Considering the experiences of the African continent, it
can be concluded that HySec is particularly important for countries in the
territory of which there are conflicts or communities in the post-conflict
phase (Middelkoop, 2016).

The Hybridization of Security Systems

Hybrid security systems can be implemented through the process of
operationalization of HS in order to increase its functionality. The particular
benefit of implementing HySec is that there are numerous institutions in the
HS field that deal with various security dimensions and operate largely
independently of one another. Often, this multitude of institutions and NGO
networks are not linked, which leads to wasting time and resources. The
situation can be explained, among other things, by the arrogance of the
bureaucratic apparatus in relation to civic activism, but also by the
misunderstanding of the functioning of the official system of institutions by
NGO activists. The idea is to create an institutional environment that will
enable a partnership between formal institutions and the NGO sector, that is,
informal social networks. The result of the partnership of the two sectors
through the hybrid security system is the synchronization of the dynamics of
implementation of security strategies and security functions in both
directions, i.e. from formal institutions to informal and vice versa.

Mismatches in the dynamics of the functioning of the components
and delays in the decision-making and their execution through the state
administration system are the most common causes of instability and
disturbance in the field of HS. The stability of the functioning of complex
control systems can benefit from the study of processes by way of
analysis and methodology based on SD (Sterman, 2001).
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A general diagram of SD for the HS management system is shown
in Figure 1.

EW indicators

delay

HS
dimensions/indicators

RS + HS threatening

Policy change
request

R4 +

HS EWS -
Early warning
system

Security
control DMS

HS target level Hybrid
Security

Figure 1. General diagram of System Dynamics
for the Human Security management system
Source: Authors, based on Vensim software tool (Vensim, 2019).

In Figure 1, we can see how the Early Warning System (EWS) has
some positive effects with regard to conventional threats to citizens'
security. This is shown in the diagram by the R1 managing loops (the
emergence of direct threats triggers the early warning system that sends
this information to Decision Making System (DMS) that takes action
under its authority); R2 (registering change of indicators indirectly signals
the sources of threat and activates DMS through the EWS) and R3
(change of indicators registered by monitoring indicates the difference
between the projected security state and the real situation (HS difference),
leading to the instruction to activate DMS, but also requesting systemic
changes). Problems arise when new threats that require changes emerge at
the strategic level and such situations are presented with control-
management loops R4 (HS policy - Security policy - request change
policy - HS policy) and R5 (HS policy - HS assessment/monitoring - HS
difference - Policy change request - HS policy) are the causes of the
instability of the management system. The main reason for this is delays
in the adoption of appropriate administrative policies and decisions, as
well as inconsistencies in the dynamics of implementation and execution
of control activities. The stabilization of the management system
functioning is achieved by the addition of a new functional block based
on the principles of the Hybrid Security System (shown in gray). The
hybrid security sector enables avoiding the delays in procedures that
require systemic changes from the moment a problem is detected (new
threats emergence) to the DMS response. Figure 2. illustrates the
executive functions of each sector within the concept of hybrid security,
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where the operability of the hybrid block, which ensures the
synchronization of the activities of formal and informal institutions and
their operational alignment for real-time management, is in its full effect.

Top - down
FORMAL \ e Agenda
SECURITY e Concept
INSTITUTIONS e Policies

H Syncronization

HYBRID Communications
SECURITY O Security

SECTOR Control

H Analysis
INFORMAL and Bottom-up
HUMAN e Monitoring
SECURITY
INSTITUTIONS » HS Management

Figure 2. Executive functions of the sectors within the hybrid security system.
Source: Authors

The role of the hybrid security sector is to enable the building of a
more functional security system by aligning political directives and the needs
of people as end-users of the system. Approaching the ideal situation in
which the operationalization of the HS enables real-time response requires
the alignment of the work of formal and informal sectors. The hybrid security
sector should have two parts: the research/development and the executive
part. The R&D part should work on finding models for decision making and
system communications that will enable effective response based on the
analysis of the situation and the observed changes in the monitored
indicators. The executive part consists of various communication modules
necessary for real-time activity synchronization between formal and informal
actors in the field of HS management.

Elements of research / development work:

= Research and development of policy models based on HS
(doctrinal documents and agendas),

= Based on policy models for the implementation of the HS, define
the actors and variables of the HS management system

= Qualitative and quantitative analysis of the components of
systems involved in HS management

= Static and dynamic analysis of HS management processes from
the perspective of Top-down and Bottom-Up approaches
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= Development of decision-making and HS management models
using the potential of ICT technologies and artificial intelligence

= Developing sophisticated forecasting models to explore new
approaches to policy-making, decision-making and governance in the areas
of security (in general terms) and HS separately

= Development of models for monitoring and evaluation of the
parameters of the HS management system

= Designing hybrid security system infrastructure

Elements of the executive part:

= Interactive communication in both directions between formal and
informal institutions and local HS centers

= The synchronization of the dynamics of execution of the control
processes from the aspect of Top-down and Bottom-Up approaches

= Security protection of data, established procedures and protocols
of cooperation within administrative processes

= Control of HS operationalization on the principles of risk/
resilience of engineering management.

Operationally, the Hybrid Security Sector can be infrastructurally
implemented in the form of a distributed computer network connecting
state institutions operating in the HS area, on the one hand, and local
centers (HS1, HS2, ... HSn), which operate in different HS domains
relevant to particular parts of the national territory, or to a particular
dimension of HS, Figure 3. Each local HS center is connected to one of the
servers (HySeC1, HySec2... HySeCn) within the HS network. All servers
in the HySec network are interconnected on a Peer-to-Peer basis that allows

National security institutions

___________________

HySecC2

HySecCi

7 X

Figure 3. Proposal of information infrastructure
for implementation of hybrid security in the field of HS.
Source: Authors
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for the creation of a decentralized computer network in which each
computer can serve as a server for other computers, allowing shared access
to files and peripherals without the need for a central server. The proposed
information architecture can eliminate to a certain extent the functional
problems and instabilities caused by delays in the management decision
making and the implementation of the decisions.

Since the operation of the Hybrid Security Sector requires a high level
of efficiency in the transmission of large amounts of data (big data), as well
as the need for a high degree of protection of this data, this computer network
can be built on the principles of blockchain technology. Networks based on
blockchain technology transfer data on a peer-to-peer basis. This network
contains a distributed registry in the form of a blockchain of data that is used
to record data transactions on multiple computers simultaneously so that each
transaction record cannot be modified retroactively. In this way, a high
degree of cybersecurity is achieved and it is virtually impossible to
compromise the recorded data.

CONCLUSION

The current security challenges and threats are the results of
inadequate solutions and the course of events following the fall of the Berlin
Wall. Instead of moving to a higher level of organization, the power centers
that decide on the course of events after 1989 choose retrograde solutions, by
which the historic chance of establishing a global world order that would
reduce existing tensions and prevent the opening of new foci is missed. In
view of the current situation, the authors of the 1994 Human Development
Report promoting HS tried to draw attention to the real security challenges
and threats affecting ordinary people. It is an attempt to put the existing
system at the service of the interests of the citizens, not the corporate interests
and obsolete geopolitical projects of global hegemony. In the meantime,
contrary to the initial idea, some parts of the HS are instrumentalized by
conservative circles in order to realize the projects underpinning the interests
of large capital. A re-reading of the 1994 UNDP report and academic papers
that elaborate on the idea of HS leads to the confirmation of the thesis that
HS is focused on addressing the security challenges of the modern world.
The basic idea is to put the existing state institutions and the system of
international organizations in the function of the interests of people, as global
citizens, which means preserving the rest of the living world on the Planet
and the Planet itself as a habitat.

With the operationalization of HS through HySec, that is, the
hybridization of the security system, technological advances are put at the
service of the interests of citizens and their needs. The hybrid structure of the
system facilitates the analysis, research, and development of new governance
models, as well as aligning national strategies with dynamic changes in order
to effectively manage the elements of the structure that affect the citizens'
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security. Since HS is focused on those dimensions that pertain to the quality
of life of people, we are also changing our relationship to nature and the
living world on Planet Earth. The current state of affairs is far from
satisfactory with private companies gaining too much power, creating a
potential threat to the values of Western civilization. The way out of the
current situation could be a return to the original concepts of democracy and
the role of the state in the public space. Private initiative is good for starting
new projects and raising the efficiency of the system, but the public interest is
not always identical to that of profit-oriented power centers. For this reason,
there must be an institutional system of control over activities that can
jeopardize the interests of the majority for the personal enrichment of the
minority. That is why, among other things, the HS is important, because it
offers a way to improve the situation in relation to the work of institutions
and their role in protecting citizens' rights. Establishing a system based on the
monitoring of relevant indicators helps to identify the causes of problems in
the functioning of institutions and prevents new disorders by eliminating the
phenomena that can lead to them.

The implementation of HS requires the incorporation of its elements
in the creation and implementation of state policy at all levels, and especially
at the level of local communities. It is, therefore, necessary to involve not
only state institutions, but also the broad participation of various actors, such
as regional and international organizations, non-governmental organizations,
local government organizations and informal groups founded by citizens. In
this way, in the form of a hybrid political system, it is possible to increase
efficiency in the realization of state administrative processes and create a
stable system resistant to various forms of threat and potential accidents.

Regarding the fact that the area of HS covers a large number of
informal institutions that are more or less interacting with formal government
institutions, the implementation of HySec would contribute to a more
efficient implementation of HS in practice. The presented diagram of SD and
the proposed model of HS operationalization through the hybridization of
security systems using the potential of ICT (especially blockchain networks)
are a good basis for raising the level of citizens' security in relation to current
threats. Due to their high reliability, blockchain networks are widely used in
many public domains, such as managing public affairs, smart cities, etc.
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XUBPUIN3ALINIJA CUCTEMA BE3BEJJHOCTH
Y ®YHKIUJIN PEAJIMZALUJE KOHLEIITA JbYJICKE
BE3BE/JTHOCTH

HNBuna Bophesuh, O3pen Llurypeku
VYuusepsurer y beorpany, ®akynrer 6e36eanoctu, beorpan, Cpouja

Pe3ume

[Tan BepnvHCKOT 312 MOKPEHYO je Tpolece KOju yKa3yjy Ha HEOJP)KMBOCT MOCTO-
jeher Mozena dyHKIMOHKCama caBpeMeHe LuBiM3anyje. Konment spyncke 6e3deaHocTn
je jemaH of MOKyIlIaja y TOTpa3H 3a pelieeM Koje O yCKiIammio aMOMIHje BIacHUKa
Karmrana ¥ uaTepece rpahana. Mneja na ce crame 0e30eIHOCTH KBAaHTH(HKYje Ha OCHOBY
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MHJIMKATOpa KOjHU MPHKa3yjy KBAIUTET XKMBOTa rpal)aHa — mpercTaBiba MOKYIIA] €BOIY-
THBHE NIPOMEHE JJOMMHAHTHOT HEOKOH3EPBATHUBHOI TIPHCTYNA ypelerwy APYLITBEHO-CKO-
HOMCKHX TOKOBa. IIpuMeHa KOHIlenTa JbyJcKe 0e30eJHOCTH y MPaKCH 3aXTeBa OJr0OBa-
pajyhy IpoMeHy y HHCTHTYLIHOHAITHO] chepH caBpeMeHe IpiKaBe.

Hay4Ho-TexHOMOMmIKK Tporpec, mocebHo y obnactuMa HH(OPMAIHOHO-KOMYHHKA-
mmonux TexHosoruja (MKT) u Bemrauke HHTEIMIeHIHje, OTBOPHUO je HOBE MOI'yHOCTH 3a
Harpesiak 4oBeyaHCTBA. MelyTuM, y npakcH HajBHIIE 1O M3pakaja Joiase eeKTH Ha
HHBOY KOPIIOpPAaTUBHKX HHTepeca. CTHYe ce yTHCaK Jja Cy H3HEeBepeHa ONTUMIICTIIKA Ode-
KHBama XyMaHucTa y ogHocy Ha notennmjan VIKT. Ynmennia na cy Hajseha nocrurayha
UKT nonuta 13 HaydHUX MHCTUTYLIHjA YMjU je pad (HHAHCHUpaH W3 NPHBaTHUX (oHIOBA
npercTaBiba 1eo odjammbermba 3amTo cy edexru npumene KT HajBUATBMBHjU Yy KOPIIO-
PaTHBHOM CEKTOpY. Jayame MO3HIHje MPUBATHOT KalMTajla y OAHOCY Ha Moh JprkaBe 4u-
HH J1a Cy FbeHe HHCTUTYIHje, CBE BUIIC, HHCTPYMEHTAIN30BaHEe 3apaj] OCTBAPHBamba HHTE-
peca HepopMaTHHX IeHTapa Mohu. C 003MpoM Ha TO Ja OUEKHBamba y MpaBIly 1EMOKpATH-
3alje MOJINTUYKUX IIPOLieca HUCY UCITyH-eHa, CBE je IIPUMETHHja allCTHHEeHIWja rpal)ana y
OZIHOCY Ha M300pHE Ipolece.

Xubpuauzanyja MOIUTHYKOT ypehema npencrtasipba mokymiaj na ce UKT nckoprcre
Kako O ce aKTHBUpAo y3/p:KaHU Aeo TpahaHa ca mpaBoMm riaca. CTaBibame CHCTEMA JIp-
JKaBHUX MHCTHTYHHWja Y QYHKUIHMjy MHTepeca rpaaHa nosehasno Ou HBUXOBY 3aHHTEPECO-
BAHOCT 32 MOJMTHYKE Iporiece. McToBpeMeHo, BelTauka HHTEIUIeHIHja 00e30enuna On
ajat 3a npaheme QyHKIMja cHCTeMa M yo4yaBame yrpokaBamba M aHOMaIWja, OJHOCHO
CIIpeYnIIa FBHXOBY I10jaBy.

Konrenr sbyncke 6e30emHocTH je 00ap aHATUTHYKH OKBHP KOJjU IYyTEM celam
IMMeH3nja U oxrosapajyher Opoja mHmukaropa obe3delyje MoryhHOCT KBaHTHU(UKALI]jE
crama U mpaheme MpoMeHe mapamerapa. YKbydnBame He()OPMATHUX APYIITBEHHX
Mpexa y Ipolec OLTyIMBamka KPo3 T3B. XHOPHUAN3ALM]Y MOIUTHYKOT ypehema — cTBapa
YCIIOBE 32 CTBapame XUOpUAHOT cucTeMa Oe30enHocTH. XubpumHu cucteM 0e30eqHoCTH
THIOTOZIaH je 3a YCIIOCTaBJbabe CHCTEMA PAHOT YIO30pera U Op3y peakuujy y OZHOCY Ha
yo4eHe JAeCTPyKTHBHE T10jaBe U TPEHJIOBE.

[prMeHoM MeTona cucteMcke auHaMuke y3 ynorpedy UKT (pauyHapcke mpexe u
Blockchain texuonoruje) mommke ce ONEPaTUBHOCT y pajy APKABHHUX WHCTHUTYIHjA H
00e30el)yjy ycoBu 3a mpaBoBpeMeHY peakifjy Ha KOHKPETHE MPOMEHe. YJiora CeKTopa
xubpugHe 6e30eaHOCTH je na oMoryhn msrpagmy QyHKIHOHAIHHjEr cucteMa Oe30eqHo-
CTH ycarijialliaBambeM HOJUTHYKAX AUPEKTHBA U TOTpeba JbYIU Kao KpajibuX KOPHUCHUKA
crucrema. HaBeznena omneparnmoHanmmsanmja jpyacke 6e30emHocTn oMoryhaBa pearoBame y
peaTHOM BpEeMEHY 3axBabyjyhu yCKIaljeHOCTH aKTHBHOCTH APXKAaBHOT ((OpMaTHOT) U
HehopMasHOr cekTopa. C 003UpoM Ha TO Ja 00NacT JbycKe 6e30€MHOCTH TIOKPUBA BEITH-
ki Opoj HehOpMaTHUX MHCTHTYIHMja, IPUMeHa XUOpuaHe Oe30eHOCTH NONpuHena Ou
e(uKacHMjo] MMIUIEMEHTAlMjU JhyACKe Oe30emHocTH y mpakcH. [IpukazaHu aujarpam
CHCTEMCKE MHAMHKE U TIPEIIOoT MOJENa ONepalMoHaI3aluje Jbyacke 0e30eIHOCTH ITy-
TeM xuOpuam3aimje cucrema Oe3demHocTH y3 Kopumiheme noteHnujana KT — mpen-
cTaBJba OOPY OCHOBY 3a aHAIIM3Y U TIOJIM3amke HUBoa Oe30enHocTH rpal)aHa y omHOCY Ha
aKTyelHe 6e30€IHOCHE IPETH-E U U3a30BE.



