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Abstract  

The scientific paper analyses the role and capabilities of artificial intelligence (AI) in 

improving cybersecurity, with a special focus on the social, educational and technological 

challenges of preventive application. The first chapter is dedicated to the conceptual and 

theoretical definition of AI, cyberspace and cybersecurity, as well as the logical connection 

of the aforementioned phenomena and processes. The ability of AI to process large amounts 

of data, recognise behavioural patterns, identify threats and offer responses in real time 

suggests that it is an important instrument for improving cybersecurity. The second chapter 

is dedicated to the role of AI in preventing cyber threats with the aim of presenting the 

advantages of using new technologies in preventing, detecting, protecting, responding and 

maintaining the security of systems and their components. In this context, in addition to 

analysing the technological aspects of the use of AI, attention is paid to the social and 

educational challenges that are indispensable for the efficient functioning and protection of 

systems in cyberspace. Using descriptive and explanatory methods of analysis and synthesis 

methods, the aim is to present that prevention in cyberspace is a complex technological, but 

also social process, which requires an integrated approach. 
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ВЕШТАЧКА ИНТЕЛИГЕНЦИЈА И САЈБЕР 

БЕЗБЕДНОСТ: ДРУШТВЕНИ И ТЕХНОЛОШКИ 

ИЗАЗОВИ 

Апстракт  

У научном раду се анализира улога и капацитети вештачке интелигенције 

(ВИ) у унапређењу сајбер безбедности, са посебним освртом на друштвене, обра-
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зовне и технолошке изазове превентивне примене. Прво поглавље посвећено је 

појмовном и теоријском одређењу ВИ, сајбер простора и сајбер безбедности, као 

и логичном повезивању наведених појава и процеса. Способност ВИ да обрађује 

велику количину података, препознаје обрасце понашања, идентификује претње 

и нуди одговоре у реалном времену, наводи на претпоставку да је реч о значајном 

инструменту за унапређење сајбер безбедности. Друго поглавље посвећено је 

улози ВИ у превенцији сајбер претњи са циљем да се презентују предности упо-

требе нових технологија у превенцији, детекцији, заштити, реаговању и одржава-

њу безбедности система и његових компоненти. У том контексту, осим анализе 

технолошких аспеката употребе ВИ, пажња се посвећује друштвеним и образов-

ним изазовима који су неизоставни за ефикасно функционисање и заштиту систе-

ма у сајбер простору. Коришћењем дескриптивне и експланаторне методе анали-

зе и методе синтезе, циљ је да се презентује да је превенција у сајбер простору 

сложен технолошки, али и друштвени процес, који захтева интегрисани приступ.  

Кључне речи:  вештачка интелигенција, сајбер простор, сајбер безбедност, 

превенција, друштво. 

INTRODUCTION 

The development of modern technologies and artificial intelligence 

is reflected in the accelerated digitalisation of state and social systems, 

which inevitably leads to an increasing dependence of social, economic, 

institutional and other functions on cyberspace. Artificial intelligence (AI) 

is emerging as one of the key drivers of the digital transformation of secu-

rity, especially in the field of cybersecurity. The ability of AI to process 

large amounts of data, detect, analyse and assess the behaviour of individ-

uals and potential consequences, perform predictive analytics and offer re-

sponses in different circumstances and scenarios, allows the approach to 

security risks to change from a reactive to a proactive model, which would 

contribute to preventive actions. This means that AI, due to its speed, com-

plexity and adaptability, can be used as a preventive instrument in the con-

text of modern security challenges and threats. When analysing the modern 

security environment, it is necessary to take into account cyberspace, 

which, in addition to its function in the context of the development of in-

formation and communication systems, is becoming the central place for 

new security challenges and risks, including cybercrime, data misuse, hy-

brid threats, attacks on state systems, and more (Despotović & Glišin, 

2025, Glišin, 2025; Glišin & Petrović, 2025; Glišin & Milašinović, 2025; 

Glišin, Milašinović & Lečić, 2025; Petrović & Glišin, 2025; Milojević, 

Milašinović & Milojković, 2025).  

Theoretical consideration of the above topic is justified, since for 

practical consideration of the function and role of AI in the context of cy-

bersecurity, a conceptual and theoretical understanding of the phenomena 

and processes we are analysing is first necessary. In this regard, the appli-

cation of AI in cybersecurity is not only a technological issue, but is also 

conditioned by a number of social, educational and economic factors, 
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which are reflected in the efficiency and usability of AI-based systems. So-

cial factors concern citizens’ trust in institutions, human rights, privacy 

protection, perception of mass surveillance and its acceptability. In this re-

gard, the educational aspect is very important, since the effective and re-

sponsible application of AI in cybersecurity depends on the level of educa-

tion. Initially, this refers to experts and decision-makers at the state level, 

and then to the general public and users of new technologies. Lack of dig-

ital and security literacy and insufficient understanding of the ethical and 

legal implications of AI can lead to negative consequences and misuse of 

technology (Matković, Novakov & Glišin, 2023; Glišin, Milašinović & 

Lečić, 2025; Jevtović, Marić & Milašinović, 2025). The economic factor 

concerns the financial capabilities of the state and society to afford modern 

AI-based systems, i.e. to provide adequate education and protection. 

The aim of the paper is to analyse the role of AI in cybersecurity, 

with a special focus on the social and technological challenges of preven-

tive use in order to maintain security in cyberspace. It is based on the as-

sumption that prevention in cyberspace cannot be understood only as a 

technical-technological process, but as a complex socio-technological 

mechanism based on institutional, educational and normative aspects. We 

will use the descriptive and explanatory methods of analysis and the syn-

thesis method. The descriptive method of analysis is used with the aim of 

describing the results of theoretical research on the basic concepts, phe-

nomena and processes related to the topic. Based on this, we use explana-

tory analysis to explain the connection between AI and cybersecurity, i.e. 

the potential advantages and disadvantages of prevention in cyberspace. 

Through a qualitative analysis of relevant scientific literature, we will offer 

answers to the subject and problem of the research. 

DEFINING ARTIFICIAL INTELLIGENCE 

The term Artificial Intelligence was defined by the American math-

ematician and computer scientist John McCarthy in 1955, which marked 

the formal beginning of research in this field (McCarthy, 2007; Glišin, 

2025). McCarthy defines AI as an engineering discipline and defines it as: 

“the science and engineering of making intelligent machines, especially in-

telligent computer programs. It is related to the similar task of using com-

puters to understand human intelligence, but AI does not have to confine 

itself to methods that are biologically observable” (McCarthy, 2007). This 

definition positions AI as a separate research field, but also as an area closely 

related to the understanding of human cognitive abilities. 

From the very beginning, the development of AI has implied a mul-

tidisciplinary approach, which has led to the existence of different defini-

tions and conceptual interpretations depending on the scientific field from 

which the concept is approached – computer science, philosophy, law, po-
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litical science, sociology, military science, etc. (Russell & Norvig, 2010; 

Scherer, 2016; Glišin, 2025; Glišin & Petrović, 2025; Glišin & Milaši-

nović, 2025; Glišin, Milašinović & Lečić, 2025, Petrović & Glišin, 2025; 

Beriša & Pavić, 2024). It is precisely the diversity of approaches that leads 

to conceptual ambiguity, since AI is essentially an attempt to simulate pro-

cesses that are not fully explained even in a human context, primarily in-

telligence, thinking and decision-making (Sheikh, Prins & Schrijvers, 

2023, p. 16; Despotović & Glišin, 2024). In this sense, some authors define 

AI as systems that ‘think like humans,’ which further complicates the the-

oretical debate (Haugeland, 1985). 

More modern normative and policy approaches seek to offer more 

functional and operationalised definitions. Thus, the High-Level Expert 

Group on Artificial Intelligence (AI HLEG) defines AI as “systems that 

exhibit intelligent behaviour by analysing their environment and taking 

certain actions, with varying degrees of autonomy, in order to achieve pre-

defined goals” (High-Level Expert Group on Artificial Intelligence, 2019). 

This understanding emphasises the ability of systems to operate in a dy-

namic environment, which is particularly important in the domain of cy-

bersecurity and decision-making in difficult circumstances in real time 

(Glišin, 2025; Glišin & Petrović, 2025). McKendrick (2019) offers addi-

tional clarification of the concept in his definition of AI: 

Artificial Intelligence technologies aim to reproduce or surpass abil-

ities (in computational systems) that would require ‘intelligence’ if 

humans were to perform them. These include: learning and adapta-

tion; sensory understanding and interaction; reasoning and plan-

ning; optimisation of procedures and parameters; autonomy; crea-

tivity; and extracting knowledge and predictions from large, diverse 

digital data. 

(McKendrick, 2019, p. 6)  

In contemporary theoretical frameworks, the central place in defin-

ing AI is occupied by the capabilities of learning and adaptation, which 

allow systems to improve their performance without direct and continuous 

human intervention (Shalev-Shwartz & Ben-David, 2014; Despotović & 

Glišin, 2024). The concept of ‘machine learning’ refers to such a type of 

system that, through data analysis and experience, builds its own decision-

making and prediction models, without explicitly programming each indi-

vidual step (Smola & Vishwanathan, 2008; Subotić, 2023). In this way, AI 

is increasingly viewed less as a static tool, and more as a dynamic system, 

whose basic functions are “learning, planning, reasoning, decision-making 

and problem-solving” (Prlja, Gasmi & Korać, 2021, p. 66; Glišin & Pe-

trović, 2025). 

Given the different levels of complexity and application, we find 

numerous classifications of AI in the literature. The most common distinc-



Artificial Intelligence and Cybersecurity: Social and Technological Challenges 405 

tion is made between the so-called weak AI, which is focused on solving 

specific and predefined tasks, and strong AI, which involves systems with 

general cognitive abilities comparable to humans (Prlja, Gasmi & Korać, 

2021, p. 63; Glišin, 2025). In addition, AI can also be classified according 

to the areas of application into: 1) specialised AI - used only in certain 

areas; 2) general AI - as a general intelligence ability that can be applied in 

various areas (economy, business, education, medicine, military industry, 

etc.) and 3) super-intelligence (Kaplan & Haenlein, 2018; Wang & Siau, 

2019). More complex typologies of AI, such as the one proposed by Alex 

Bekker: “1) interactive AI (example: personal assistants like Siri, Cortana, 

and Alexa); 2) functional AI (robots); 3) analytical AI (data analysis, ma-

chine learning); 4) textual AI (text recognition, speech-to-text conversion); 

and 5) visual AI (augmented reality technology)”, indicate the functional 

diversity of AI (Bekker, 2019). 

AI defined and conceptualised in this way represents the technolog-

ical basis for its increasingly widespread application in the field of cyber-

security. The ability of AI systems to learn from large amounts of data, 

recognise patterns, predict behaviour, and make decisions in real time 

makes them particularly suitable for identifying and preventing cyber 

threats in a complex and dynamic digital environment (Glišin, 2025; Glišin 

& Petrović, 2025). Unlike traditional security mechanisms, which are 

mostly based on predefined rules, AI enables a proactive approach to cy-

bersecurity, focused on early detection of risks and prevention or mitiga-

tion of potential consequences. Therefore, understanding the concept and 

characteristics of AI is a necessary theoretical prerequisite for analysing its 

role in modern models of prevention and protection in cyberspace. 

CYBERSPACE AND CYBERSECURITY – 

A CONCEPTUAL UNDERSTANDING 

Throughout history, new knowledge and technological develop-

ments have led to the discovery of new dimensions of space. From the ini-

tial possibilities of the existence and use of land as space, technological 

developments have enabled the exploration and use of water, air, and space. 

The last in the series is cyberspace, which represents a specific domain of 

the modern digital environment created by the development and global net-

working of information and communication systems. The term was coined 

by William Gibson in his work “Burning Chrome” from 1982, and elabo-

rated in more detail in the novel “Neuromancer” from 1984 (Gibson, 2017). 

Cyberspace is “the environment created by the confluence of cooperative 

networks of computers, information systems, and telecommunication in-

frastructures commonly referred to as the Internet and the World Wide 

Web” (Sharp, 1999). However, in the literature we encounter a broader un-

derstanding of cyberspace, according to which it is not limited to the Inter-
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net, but includes interdependent networks of computer and communication 

systems, the data generated, stored and processed in them, as well as the 

interactions of users and organisations in that environment (NSPD-54, 

2008; Kuehl, 2009; Despotović & Glišin, 2024). Cyberspace was created 

thanks to the development of technology, that is, it is an artificially con-

structed, but real space of action, which has its own technical characteris-

tics, as well as the dynamics of functioning. In this way, cyberspace differs 

from previous dimensions of space, which existed before the development 

of technology, but were further explored and used as such thanks to that 

development. According to Joseph Nye, “the geography of cyberspace is 

much more fluid than other environments. Mountains and oceans are diffi-

cult to move, but parts of cyberspace can be turned on or off with the flick 

of a switch” (Naj, 2012, p. 154). 

In the last few decades, we have encountered different interpreta-

tions and definitions of cyberspace, which is, among other things, due to 

the rapid development of technology and sophisticated systems, as well as 

the acquisition of new knowledge about that space. According to the defi-

nition of the National Strategy to Secure Cyberspace from 2003, cyber-

space is “the nervous system - the control system of the country... com-

posed of hundreds of thousands of interconnected computers, servers, rout-

ers, switches, and fiber optic cables that allow our critical infrastructures 

to work” (White House, 2003). Cyberspace is a set of multiple activities, 

complex and layered networks, intersecting physical and virtual forms, 

uniquely coordinated and managed (Despotović & Glišin, 2024, p. 90). It 

is characterised by transnationality, speed of information flow, system 

complexity, accessibility, borderlessness and functionality, which, on the 

one hand, offers numerous opportunities for constructive action, but, on the 

other hand, can be a space suitable for various forms of abuse. Dan Kuehl 

(2009) offered the following definition: 

cyberspace is a global domain within the information environment 

whose distinctive and unique character is framed by the use of elec-

tronics and the electromagnetic spectrum to create, store, modify, 

exchange, and exploit information via interdependent and intercon-

nected networks using information-communication technologies. 

 (Kuehl, 2009, p. 28) 

The scope for abuse is enormous, since the one who controls and 

manages cyberspace creates the so-called cyber power, which is “the abil-

ity to achieve a desired outcome through the use of electronically intercon-

nected information resources of the cyber domain” (Naj, 2012, p. 153). 

Therefore, we are talking about actors who have the ability to control and 

influence multiple networks of information platforms, such as the Internet, 

satellites and mobile systems, as far as all those who have access to these 

platforms are concerned (Despotović & Glišin, 2024, p. 90). Therefore, the 
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analysis of actions in the digital environment requires the recognition and 

analysis of actors, their interests, patterns of behaviour, ways of communi-

cation, etc., which is a very demanding and extensive job, which is why we 

believe that the adequate application of AI is an important tool for all of the 

above. In the book “Geopolitics and Cryptopolitics,” we point out three groups 

of actors who “collide in cyberspace and fight for cyber power – 1. govern-

ments; 2. organisations with highly structured networks; and 3. individuals and 

lightly structured networks” (Despotović & Glišin, 2024, p. 90-91). The fight 

in cyberspace is asymmetrical, everyone can be a target of attack and everyone 

can achieve certain effects with their attacks depending on their capacity and 

resources. For this reason, the USA has repeatedly emphasised that “the In-

ternet is a state strategic space and that any threat to Internet security will be 

considered aggression” (Živen, 2019, p. 44).  

In contemporary international relations, cyberspace is recognised as 

a new strategic environment, along with land, sea, air, and space, especially 

in the context of the development of AI. Therefore, cybersecurity is indis-

pensable, as it is a set of technical, organisational and strategic measures 

aimed at protecting digital infrastructure, data, processes and entities in cy-

berspace. In the broadest sense, cybersecurity aims to preserve three fun-

damental principles known as the CIA triad: 1. confidentiality; integrity 

and availability (Samonas & Coss, 2014). The realisation of these princi-

ples is a basic prerequisite for the reliable functioning of digital systems, 

but also for the preservation of the state, institutions and users in cyber-

space. The concept of cybersecurity “involves identifying potential vulner-

abilities and instituting effective strategies to minimise the effect of possi-

ble threats” (Schiliro, 2022, p. 2). 

Cybersecurity is increasingly viewed through the prism of AI as a 

power multiplier in cyberspace. This is very important to note, since AI, on 

the one hand, contributes to increasing the resilience of information sys-

tems through the automation of security responses to threats, while, on the 

other hand, it allows weaker actors to cause disproportionate damage in 

cyberspace using tools enhanced by AI technology (Glišin, 2025; Glišin & 

Milašinović, 2025; Glišin & Petrović, 2025). 

There is no universal definition of cybersecurity, so we will high-

light the following, which, in addition to the above, refers to the essence of 

system protection: 

Cybersecurity is a collection of best practices, including infrastruc-

tural changescritical in ensuring the integrity of a computer system. 

The concept entailsprotecting critical installations and sensitive in-

formation from potential digitalattacks. The measures are developed 

to combat threats from malicious attackerstargeting the networks and 

applications originating from without or within theorganization.  

(Abomhara & Koien, 2015) 
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The key functions of cybersecurity are: 1. Prevent; 2. Detect and 

3. Respond. Prevention is a key element and involves taking all measures 

and investing in infrastructure, professionals, software and hardware to 

achieve goals (Schiliro, 2022). Establishing adequate system protection 

prevents potential unwanted access to the network and causing damage. 

Detection involves observing and identifying potential threats, in order to 

enable an adequate response and protection of the system (Kaur, Gabri-

jelčić & Klobučar, 2023). Therefore, constant monitoring of the system is 

carried out with the aim of timely detection of potential risks and threats. 

Response is an indispensable element that involves taking actions to pre-

vent and/or mitigate the effects of malicious activities directed against the 

system in cyberspace (Schiliro, 2022). Timely detection enables effective 

response, which is why we believe that AI technology is very important for 

improving cybersecurity. Other sources mention the functions 1. Identify, 

2. Protect, 3. Detect, 4. Respond and 5. Recover (Kaur, Gabrijelčić & 

Klobučar, 2023; NIST, 2025). This is a more complex structure that we 

have presented in Figure 1. The recovery function involves identifying 

damaged parts of the system due to attacks in cyberspace and taking activ-

ities to restore it, in order to normalise work and ensure cybersecurity. The 

protection function includes various measures and activities to increase the 

level of system security (Kaur, Gabrijelčić & Klobučar, 2023; NIST, 

2025). In order for this to work, in addition to developing technology and 

improving the system in a technological sense, it is important to improve 

educational and professional staff, as well as raise social awareness about 

cyberspace and cybersecurity. 

 

Figure 1. Functions of Cybersecurity 
Source: Kaur, Gabrijelčić & Klobučar, 2023. 
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THE ROLE OF AI IN CYBER THREAT PREVENTION AND 

PRESERVATION OF CYBER SECURITY 

The modern security environment in cyberspace is characterised by 

high dynamism, continuous growth of challenges and threats, asymmetric 

and sophisticated cyber attacks, which require a proactive approach and 

improvement of traditional protection models. In the last two decades, there 

has been increasing talk of network-centric wars, which, thanks to the rapid 

transfer of information, decentralisation of management, indoctrination of 

conflict participants and the creation of new channels for decision-making, 

achieve notable results. The idea of network-centric war is to connect eve-

rything on the Internet and make it interdependent, in order to further im-

pose a desirable model of behaviour on everyone (with the appearance of 

freedom) (Despotović & Glišin, 2024, pp. 84-86). Therefore, “the imple-

mentation of the network represents the deprivation of states, peoples, ar-

mies and governments of the world, independence, sovereignty and sub-

jectivity – their transformation into strictly managed and programmed 

mechanisms” (Dugin & Savin, 2018, p. 78). Control in the coordinates of 

network fields is established through the proper use of the so-called net-

work code, which serves to “encode, decode and recode essential content, 

structures and information” (Despotović & Glišin, 2024, p. 89). It is im-

portant to note that network wars are not exclusively a struggle for cyber-

space and virtual power, but also relate to establishing control over real 

spaces. The goal of network war is to establish control over everyone, in-

cluding allies. The interconnected elements of a single network, among 

which there is a continuous exchange of information, are: communication 

systems, combat units, information support, public opinion formation, dip-

lomatic steps, social processes, intelligence and counterintelligence, ethno-

psychology, religious and collective psychology, economic support, aca-

demic science, technical innovations, and others (Dugin & Savin, 2018, p. 

73). Unwanted events on the network can be grouped into four categories: 

(1) attacks – for the purpose of collecting data or for the purpose of imita-

tion (e.g., IP address spoofing); (2) blocking – active interference and dis-

ruption of the operation of the operating system; (3) disclosure – disclosure 

of information, and (4) server intrusions – unauthorised access (Stevanović 

& Đurđević, 2019, pp. 53-54). The above points to the complexity and 

multidimensionality of security challenges in cyberspace threats, which is 

why it is necessary to continuously harmonise and improve defensive sys-

tems and train, first of all, professional personnel, and then the entire soci-

ety, to prevent and/or reduce potential damage caused by cyber attacks 

through responsible behaviour. 

Research confirms that conventional cybersecurity prevention tech-

nologies are ineffective in combating modern threats in cyberspace because 

they use fixed algorithms and physical devices such as sensors and detec-

tors (Wiafe et al., 2020). Hence the need to incorporate AI into cyberspace 
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protection systems in order to adequately monitor and respond to the trans-

formation of security challenges and threats. The National Institute of 

Standards and Technologies (NIST) encourages the use of more proactive 

and adaptive approaches by moving to real-time assessments, continuous 

monitoring and analytics (Kaur, Gabrijelčić & Klobučar, 2023; NIST, 

2025). As we have already mentioned, AI enables the analysis and pro-

cessing of large amounts of data in real time, recognises complex behav-

ioural patterns and identifies potential threats, offering solutions and re-

sponses, which is why it is increasingly used for military and security pur-

poses (Glišin, 2025; Glišin & Milašinović, 2025; Glišin & Petrović, 2025; 

Petrović & Glišin, 2025). “Development of intelligent systems that adapt 

to evolving threats and ensuring user safety holds the key to the future of 

cybersecurity” (Thakkar & Lohiya, 2020), some authors state. The im-

portance of AI in the cybersecurity market is evidenced by the estimate that 

its value will grow to USD 102.78 billion by 2032 (Edris, 2025). 

Given the rapid transformation of cyber threats, it is necessary to 

establish preventive defence capabilities in order to minimise the risk of 

excessive damage and losses. Therefore, the goal is to enable systems to 

predict, recognise and neutralise threats before damage occurs. Predictive 

analytics is one of the most important elements in protecting systems in 

cyberspace, thanks to machine learning algorithms that create possible sce-

narios, i.e. predict events (Chappell, 2020). By integrating and continu-

ously monitoring events and data with analytics and learning from previous 

experiences, AI tools enable preventive action and a higher level of secu-

rity in cyberspace (Hozouri, Mirzaei & Effatparvar, 2025). In this regard, 

the Intrusion Detection System (IDS) was created, “designed to detect in-

trusions and potential network or system abuse, send prompt alarms to 

managers, and document and log events for future analysis” (Hozouri, Mir-

zaei & Effatparvar, 2025, p. 3). Research in the field of IDS shows that 

machine and deep learning models can significantly improve the early de-

tection and prevention of Zero-Day attacks, i.e. attacks that are not based 

on a previously known pattern (Buczak & Guven, 2016). IDS provides an 

additional layer of system defence and, with further development, will be 

able to respond to increasingly complex threats in cyberspace. Therefore, 

AI contributes to early warning and prediction of potential challenges and 

threats, which is an inevitable preventive role and a way to minimise risk 

(Glišin, 2025). However, given that AI has the ability to act and adapt in 

real time, we believe that automating responses to threats in real time and 

preparing adequate defences is a form of prevention (Schiliro, 2022). Timely 

optimisation of defences at a time when unwanted activities in cyberspace 

have already occurred adequately protects the system from potential damage. 

The use of AI in cyber threat prevention is not only about preventing 

specific attacks, but also about early detection of vulnerable parts of the 

system, predicting different scenarios, and continuously adapting the sys-
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tem to real and dynamic circumstances (Zhang et al., 2022). By applying 

machine learning, deep learning, and predictive analytics techniques, AI 

systems can identify shortcomings and weaknesses in the system, which 

allows for timely response and reduction of potential damage (Martínez 

Torres, Iglesias Comesaña, & García-Nieto, 2019; Wiafe et al., 2020). 

We have identified two challenges that may arise in the context of 

the functioning and acceptance of AI systems: technological and social 

challenges. Given that AI systems analyse and process large data sets, it is 

possible that incomplete, biased, or outdated data can lead to false positives 

or false negatives, ultimately preventing adequate responses to security 

threats (Sangwan, Badr, & Srinivasan, 2023; Buczak, & Guven, 2016). In the 

context of cybersecurity, such failures can lead to erroneous interventions or 

the omission of real threats, thereby reducing the preventive role and eroding 

trust in AI systems (Sangwan, Badr, & Srinivasan, 2023; Buczak & Guven, 

2016). In addition, the problem can arise when AI systems are increasingly 

automated and the human factor is marginalised, especially in the context of 

ethical judgment or political-security responsibility (Bostrom & Yudkowsky, 

2011). Therefore, international standards and recommendations emphasise the 

Human in the Loop model, in order to ensure a balance between automation 

and human control (Crootof, Kaminski & Price II, 2023). 

Societal challenges occupy a significant place when talking about 

the functioning of AI systems in cybersecurity. The application of ad-

vanced surveillance systems and behavioural analysis raises a number of 

questions regarding the protection of privacy, human rights and the limits 

of legitimate surveillance (Zubof, 2021). If AI is perceived as an instrument 

of mass surveillance, problems may arise in the form of resistance and loss 

of trust in institutions responsible for cybersecurity (Glišin, Milašinović & 

Lečić, 2025). Therefore, it is necessary to establish clear normative and 

institutional frameworks in order to avoid the collapse of the preventive 

and defensive function of AI systems in cyberspace (Novičić, 2021). In 

addition, the educational aspect is indispensable, since the effective appli-

cation of AI systems in cyberspace depends on the level of expertise of 

personnel and decision-makers. Also, the human factor is the most vulner-

able link in cybersecurity, which is why it is necessary to develop a general 

level of digital and security literacy (Furnell & Clarke, 2012; Despotović 

& Glišin, 2024, pp. 95-101). Therefore, the preventive role of AI in 

cybersecurity depends not only on technological development, but also on 

the ability of society to integrate technology into institutional, normative 

and value frameworks. We have seen that a systematic approach to modern 

security challenges is necessary in order to adequately respond to the chal-

lenges and threats in cyberspace. 
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CONCLUSION 

Current international trends and the modern security environment 

have necessitated the transformation and adaptation of approaches to cy-

berspace and cybersecurity. In this context, artificial intelligence stands out 

as one of the key factors enabling the transition from a reactive to a proac-

tive model of prevention and protection of systems in cyberspace. Cyber-

space is a new strategic environment characterised by asymmetry, dyna-

mism and global reach, which complicates the identification of threats and 

risks. Therefore, as we have previously pointed out, the capabilities of AI to 

collect and process large amounts of data, recognise complex behavioural 

patterns, perform predictive analytics and enable automated response in real 

time represent significant potential for improving cybersecurity. 

Theoretical consideration of this topic is important, since by analys-

ing the concepts and theoretical frameworks of AI, cyberspace and cyber-

security, we have shown that these are mutually conditioned and dynamic 

phenomena, the understanding of which is a necessary prerequisite for ef-

fective application in practice. By this, we mean primarily an educational 

character, since we believe that individuals with basic knowledge of the 

new security environment will have a more responsible approach to cyber-

space and networks. In this regard, prevention in cyberspace, in addition to 

the technological aspect, inevitably has institutional and social aspects, 

which imply adequate institutional and normative frameworks, the devel-

opment of educational capacities and social trust in AI-based systems. Lack 

of digital and security literacy, as well as insufficient understanding of the 

ethical and legal implications of the application of AI, can reduce the ef-

fects of technological solutions and open up space for their misuse. 

Finally, we believe that adequate application of AI systems, within an 

integrated approach that connects technological, institutional and social fac-

tors, can contribute to improving security in cyberspace. Therefore, the syn-

chronised development of AI technology, institutional capacities and social 

awareness can establish sustainable and effective systems of prevention and 

protection of states and societies in the modern security environment. 
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Резиме 

Аутори у раду полазе од чињенице да се вештачка интелигенција намеће као 

један од кључних покретача дигиталне трансформације безбедности, поготову у 

области сајбер безбедности, те да је њена употреба у системима заштите неоп-

ходна како би се на адекватан начин одговорило на савремене изазове и претње. 

ВИ системи имају способност да обрађују велике количине података, детектују, 

анализирају и процењују понашање појединаца и потенцијалне последице тог 

понашања, врше предиктивну аналитику и нуде одговоре у различитим околно-

стима и сценаријима. Захваљујући томе, могуће је променити приступ безбедно-

сним ризицима са реактивног на проактивни модел, што би допринело превен-

тивним деловањима. Дакле, ВИ због своје брзине, сложености и прилагодљиво-

сти може да се користи као превентивни инструмент у контексту савремених без-

бедносних изазова и претњи. Пажња се неизоставно посвећује сајбер простору, 

који осим функције у контексту развоја информационо-комуникационих система, 

постаје централно место нових безбедносних изазова и ризика. Према томе, ауто-

ри у раду анализирају улогу и капацитете ВИ у унапређењу сајбер безбедности, 

са посебним освртом на друштвене и технолошке изазове превентивне примене. 

Прво поглавље посвећено је појмовном и теоријском одређењу ВИ, сајбер про-

стора и сајбер безбедности, као и логичком повезивању наведених појава и про-

цеса. Друго поглавље посвећено је улози ВИ у превенцији сајбер претњи са ци-

љем да се презентују предности употребе нових технологија у превенцији, детек-
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цији, заштити, реаговању и одржавању безбедности система и његових компо-

ненти. Коришћењем дескриптивне и експланаторне методе анализе и методе син-

тезе, циљ је да се презентује да је превенција у сајбер простору сложен техно-

лошки, али и друштвени процес, који захтева интегрисани приступ. 


