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Abstract

Social engineering remains a leading pathway to cyber harm, not primarily because
users “lack awareness,” but because attackers exploit common cognitive shortcuts, social
norms, and organisational routines — now intensified by rapid, platform-mediated
communication. This study aims to clarify why social engineering persists as a prevention
challenge and to assess the limitations of current prevention strategies. The paper employs
anarrative (critical) literature review. Interdisciplinary research on social engineering and
cybercrime prevention is synthesised using a thematic-analytic structure across three
strands: (1) social vulnerability and victimisation, (2) educational and organisational
prevention (training, awareness, culture, routines, and usable warning/interface design),
and (3) technological asymmetry and escalation, including Al-enabled deception and
deepfake-enabled impersonation. The reviewed literature converges on four findings.
First, susceptibility is contextual and patterned, shaped by roles, routines, socio-emotional
dynamics, and platform cues rather than stable individual deficits. Second, training and
awareness can help but often show limited transfer and sustainability when generic,
weakly reinforced, or poorly integrated into workflows. Third, warning-based approaches
are constrained by habituation and cognitive load. Fourth, accelerating Al-enabled
deception and impersonation reduces the reliability of surface cues, increasing attacker—
defender asymmetry. Social engineering should be addressed as a systemic socio-
technical prevention problem rather than an “awareness deficit.” Effective prevention is
layered and institutional: role-sensitive capability-building, verification norms, workflow-
based controls (e.g., second-channel checks), usable-security and platform interventions,
and governance arrangements that allocate responsibility and enable continuous
evaluation. Future research should strengthen behavioural measurement, include longer
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follow-up, replicate across contexts, and more closely connect susceptibility studies with
organisational and policy analysis.

Key words: Social engineering, cybercrime prevention, cybercrime.

COLUUJAJIHN UH)KEILEPUHI" U I'PAHULIE
INPEBEHIIUJE CAJBEP KPUMHWHAJIA:
HPEIJIEA APYIITBEHUX, OBPA3OBHUX U
TEXHOJIOIIKUX U3A30BA

Ancrpakr

CorpjaytHi HEDKEHepUHT OcTaje Bojehu MyT Ka ITeTH y cajoep IpocTopy, He IpBeH-
CTBEHO 3aTO LITO KOPHCHHIIMMA 'HeJlocTaje cBecT', Beh 3aTo 1ITo Haragauu nekopunihasajy
KOTHHTHBHE TIPEUHIle, IPYIITBEHE HOPME M OpTraHHW3alliOHe PYTHHE, IojadaHe KOMYHH-
KaI{joM MOCPEIOBaHOM JIMTUTATHUM Itatdopmama. L{iis pana jecte na pasjacHu 3amro
COLIMjaJIHH MH)KCH-EPHHI NPEICTABIba W3a30B 32 NPEBCHIIMjY U Ja MPOLICHH OrpaHHYCHa
crpareruja. Paa npumerbyje nperiies aureparype. HTepMCIMIUIMHAPHA HCTPKUBAHA O
COIMjaTHOM WHKEHEPUHTY U MPEBEHLIjU cajoep KpUMHUHAIA CHHTETH30BaHa Cy KpO3 TPH
uesuae: (1) counjaHy palUBOCT H BUKTUMU3ALIH]Y, (2) 00pa30BHY M OpraHU3aIMOHY TIpe-
BEHIIHjY, YKJbY4yjyhu 00yKy, TIOIM3akbe CBECTH, KyITYpy, PyTHHE U TU33jH yIO30peHha U
unaTepdejca,  (3) TEXHOJIOUIKY aCHMETPH]Y U eCKaIaIHjy, YKIby4yjyhu oOMaHy oMoryheHy
BEIITAaYKOM MHTEIUTSHIIMjOM H JIAXKHO TIPE/ICTABIbAbe 3aCHOBAHO Ha TUI(EjK TEXHOIIOIH-
ju. JIntepatypa ykasyje Ha 4eTHpH Hasa3a. [IpBo, MOUIOKHOCT je KOHTEKCTyalTHa; OOIHKYjy
je yJore, pyTHHE, COLIMO-EMOLIMOHAIHA THHAMHKA M CUTHAJIN I1atdopMe, a He HHIMBUILY-
amHu HenocTar. [Ipyro, o0yka v Iou3ame CBECTH MOTY TIOMONH, alli 9eCTO UMajy orpa-
HUYEH NPEHOC U OJIP’KUBOCT Kajla Cy TeHEPHYKH OCMHUIIUBEHH WIIH JIOLIEe UHTEIPUCAHH Y
panHe Tokose. Tpelie, MPHUCTYM 3aCHOBAHU Ha YIIO30PEH-UMa OTPaHHYCHH CY XaOuTyary-
jOM 1 KOrHUTHBHUM ontepehermem. UeTBpTo, oOMaHa ¥ JIaXKHO NpeJICTaB/babe OMOryheHH
BEIITAYKOM MHTEUICHIIMjOM yMamy]jy TI0y3aHOCT CHTHaNIa 1 oBehaBajy acuMeTpujy H3-
Mmel)y Hamazmaua u onOpane. ConujaHi MHXXEHEPHHT Tpeba MocMaTpaTH Kao COLMO-TeX-
HHYKH NPOOJIeM MpeBeHIrje, a He Kao 'me¢uimt ceectH'. JlenoTBopHa mpeBeHmuja Mopa
OUTH CrojeBUTA: M3rPajIba KaraluTeTa OCeT/bHBa Ha YIIOre, HOpMe BepUdHKalije, KOH-
TpoJie 3acHOBaHE Ha PaJHWM TOKOBHMa, MHTEpBEHIMjE y 0Oe30emHOCTH TaTthopMmu U
YIIpaBJbAYKH apaHKMaHH KOjH pacroiesbyjy OATOBOPHOCT 1 oMoryhaBajy eanyanujy. by-
nyha ncrpakuBama Tpeba fa yHampeae OMxejBHOPATHO Mepeme, YKIbyde Iyka rnpahema,
HOTBpJie HaJla3e Y KOHTEKCTUMA H TELIEbE MOBEXY CTY/IHje MOJUI0KHOCTH Ca OpraHu3ali-
OHOM U jaBHOTIOJIMTUYKOM AQHAJIN30M.

Kibyune peun: couujamHu HHXCHEPUHT, IPEBEHINja cajoep KpUMHHAIA, cajoep
KpPUMHHAJL.

INTRODUCTION

The persistence of social engineering cannot be adequately ex-
plained by a simple lack of knowledge. Much of what makes these attacks
effective is rooted in normal social and cognitive processes and involves
the use of so called “weapons of influence” — reciprocity, authority, ur-
gency, scarcity, and the use of heuristics when decisions must be made
quickly or with incomplete information (Cialdini, 2007). Social engineer-
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ing threats can be classified using three levels, i.e., environment, ap-
proaches and mediums. Environment level mainly focuses whether the at-
tacker is physically present or not (Zaoui et al., 2024). Approaches level
covers the tactics and psychological triggers attackers use to exploit human
behaviour and motivation. Medium level involves the channels and tools
through which attacks are carried out.

In digitally connected environments, these processes are amplified
by the evolution of various relevant enabling technologies such as Al,
smart platform architectures, and communication practices that encourage
speed, precision, visibility, and continuous responsiveness. In the modern
digital landscape, the nature of social engineering attacks has become much
more ubiquitous and can manifested in various forms ranging from physi-
cal, social, technical and socio-technical threats (Birthriya et al.,, 2025).
This is why social engineering is often described not as a marginal category
of cyber offending but as a recurrent feature of contemporary cybercrime:
it exploits ordinary interaction rather than exceptional technical weakness
(Wang et al., 2020; Zaoui et al., 2024).

Cybercrime prevention has increasingly become a question of how
societies manage risk in the current digitally mediated social life and for
the future hyperconnected world. Although technical security controls re-
main essential, many harmful incidents still depend on ordinary human ac-
tions: complying with requests, trusting messages, sharing information, ap-
proving access, or following routines that offenders can exploit. Social en-
gineering is central to this issue because it relies on manipulation and in-
fluence as the primary means of offending, with technology providing dis-
tribution, credibility cues, and operational scale (Mitnick and Simon, 2002;
Wang et al., 2020). In terms of prevention, social engineering creates a
persistent mismatch between the rapid adaptability of offenders and the
slower pace at which individuals, institutions, and regulatory systems learn
and adjust.

Prevention efforts have typically focused on education and aware-
ness. Governments, organisations, and educational institutions invest in
campaigns and training designed to improve detection, decision-making,
and reporting. However, recent reviews highlight persistent limitations in
these methods. Training is often generic, compliance-focused, or insuffi-
ciently reinforced over time, and evaluation frequently prioritises short-
term knowledge gains rather than lasting behavioural change in realistic
settings (Aldawood and Skinner, 2019; Priimmer et al., 2024; Priimmer et
al., 2025). These issues are especially apparent in complex institutional en-
vironments such as higher education, where diverse user groups, open com-
munication norms, and extensive digital attack surfaces increase exposure
and complicate the standardisation of preventive routines (Alsulami et al.,
2021; Abdulla et al., 2023). Usable-security research identifies another
challenge: frequent prompts and warnings can cause habituation and dis-
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missal, undermining prevention strategies that rely on sustained vigilance
(Anderson et al., 2016; Kirwan et al., 2020; Zaaba et al., 2021).

At the same time, literature has become more explicit about the so-
cial and organisational dynamics that shape prevention outcomes. One in-
fluential critique is that cybersecurity discourse often constructs a “defi-
cient user,” implicitly locating failure in individuals rather than in work-
flows, incentives, system design, or institutional responsibility (Klimburg-
Witjes and Wentland, 2021). This is important for crime prevention be-
cause responsibility allocation affects which interventions are prioritised
and how legitimacy is built: punitive or blame-oriented approaches can dis-
courage reporting, reduce learning, and create a gap between formal policy
and everyday practice. From this perspective, education is necessary but
unlikely to be sufficient unless it is embedded in organisational routines,
supported by leadership, and coupled with technical and procedural safe-
guards that reduce reliance on perfect human performance (Syafitri et al.,
2022; Li et al., 2023).

Recent research also highlights that vulnerability to social engineer-
ing is best understood as contextual and patterned, rather than fixed. In so-
cial networking settings, susceptibility and victimisation are linked to com-
binations of habitual behaviour, socio-emotional dynamics, perceptual pro-
cessing, and message and sender characteristics. Importantly, empirical
findings are often heterogeneous across platforms and populations (Albladi
and Weir, 2018; Algarni, 2019; Alshammari et al., 2025). This complicates
“one-size-fits-all” prevention messaging and supports differentiated ap-
proaches that focus on high-exposure roles, decision contexts, and the spe-
cific interaction patterns that offenders exploit.

The urgency of these issues is heightened by the rapid technological
change. Social engineering has always been adaptive, but current research
suggests that automation and generative Al can reduce the cost of produc-
ing persuasive, tailored, high-volume deceptive communications, while
deepfake-enabled impersonation can undermine the practical reliability of
cues people use to judge authenticity (Schmitt and Flechais, 2024; Matecas
et al., 2025; Pedersen et al., 2025). This does not render human-centred
prevention obsolete, but it does shift the balance towards verification in-
frastructures and workflow-based controls — authenticated channels, esca-
lation norms, provenance signals, and technical guardrails that support cau-
tious decision-making under time pressure (Li et al., 2023; Pedersen et al.,
2025). In other words, the prevention question becomes less about teaching
people to “spot” deception and more about designing socio-technical envi-
ronments in which deception is harder to operationalise and easier to report.

Methodology

For the purposes of this study’s main goals, we used a narrative (crit-
ical) literature review approach, synthesising interdisciplinary research on
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social engineering and cybercrime prevention to develop an integrative ar-
gument about the limits of prevention. The review is structured themati-
cally and analytically around three strands that are often treated separately:
(1) social vulnerability and victimisation, (2) educational and organisa-
tional prevention (training, awareness, culture, routines, and usable warn-
ing/interface design), and (3) technological asymmetry and escalation, in-
cluding Al-enabled deception and deepfake-enabled impersonation. The
approach emphasises critical interpretation of heterogeneous evidence
(empirical and conceptual), identification of recurring constraints and evi-
dence gaps, and synthesis into a socio-technical account of why layered
prevention is necessary but persistently challenged.

A narrative review is a form of knowledge synthesis that can include
a wide range of study types and provide an overall account with interpre-
tation and critique, rather than limiting inclusion to narrowly comparable
study designs, as is typical in systematic reviews. This approach is partic-
ularly appropriate here because social engineering prevention spans multi-
ple disciplines and levels of analysis — individual cognition and routines,
organisational culture and workflow, platform and interface design, and
rapidly evolving technical infrastructures. As a result, the evidence base is
conceptually and methodologically diverse and not easily reducible to a
single effect-size question.

The review is also explicitly critical in orientation. In Grant and
Booth’s (2009) typology a critical review demonstrates that the author has
extensively engaged with the literature and critically evaluated its quality,
moving beyond description towards analysis and conceptual contribution,
often culminating in a model, interpretation, or reframing of the problem.
In practice, the paper adopts this critical narrative stance to challenge
“awareness-deficit” framings and argues that social engineering should be
considered as a systemic socio-technical prevention problem requiring lay-
ered, institutionally embedded controls, rather than relying on idealised
user vigilance.

Main goal of this paper is to present a narrative review of interdis-
ciplinary literature on social engineering and contemporary prevention ap-
proaches. It examines the social, educational, and technological challenges
in crime prevention by integrating three strands of evidence that are often
discussed separately:

1. Social vulnerability and victimisation: how susceptibility is
shaped by social roles, routines, and platform-mediated interaction (Al-
shammari et al., 2025; Albladi and Weir, 2018).

2. Educational and organisational prevention: what the evidence
suggests about training, awareness, organisational culture, and warn-
ing/interface design, including recurring limitations in behavioural transfer
and sustainability (Aldawood and Skinner, 2019; Priimmer et al., 2025;
Zaaba et al., 2021).
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3. Technological asymmetry and escalation: how evolving infra-
structures — especially Al-enabled deception — reshape the practical feasi-
bility of prevention and increase the importance of verification and gov-
ernance measures (Schmitt and Flechais, 2024; Pedersen et al., 2025).

From this aim, the goals of this paper are to synthesise interdiscipli-
nary scholarship to explain why social engineering persists as a prevention
challenge rooted in ordinary social and cognitive processes amplified by
digital infrastructures, to critically assess the limits of dominant prevention
approaches, and to identify evidence gaps and research needs.

SOCIAL ENGINEERING IN CYBERCRIME:
CONCEPTS, MECHANISMS, AND EVOLVING CONTEXTS

The development of artificial intelligence has increased both the
volume and forms of manipulation by lowering production costs, increasing
variability, and improving credibility in communication channels (Matecas
et al., 2025; Pedersen et al., 2025). Al-assisted social engineering has
demonstrated that widely available large language models (LLMs) and dif-
fusion models can rapidly generate convincing templates and support in-
teractive conversational strategies, enabling faster design of diverse message
variants used for deception (Matecas et al., 2025). Analysis of deepfake-
assisted social engineering targeting companies has shown that organisations
remain vulnerable partly because common controls are not designed for
high-probability impersonation, and because procedural checks and attack
simulations are unevenly institutionalised (Pedersen et al., 2025). These
results are important for prevention policy because they undermine strategies
that rely on "low-quality" cues and instead highlight the need to strengthen
process-level authentication and verification routines, including second-
channel verification and role-based approval controls (Pedersen et al., 2025;
Nowakowski, 2025). Overall, the Al turn reinforces the socio-technical
interpretation of social engineering: technological change does not replace
social manipulation, but reorganises its scope and economics, widening the
gap between the development of attacker capabilities and prevention
strategies that remain focused on individual awareness as the primary
defence (Matecas et al., 2025; Aldawood and Skinner, 2019).

Changes in the digital and physical environment — such as rapid dig-
ital migration during times of crisis — illustrate how the risk of social engi-
neering is socially embedded and amplified by changes in routines, expo-
sure, and uneven cyber literacy (Venkatesha et al., 2021). A review of so-
cial engineering attacks during the COVID-19 pandemic argues that in-
creased online presence without appropriate education creates favourable
conditions for exploitation, supporting prevention models that treat vulner-
ability as a moving target shaped by social change and technological de-
pendency (Venkatesha et al., 2021). Summarising the findings of the rele-
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vant literature, social engineering is best conceptualised as a structured,
staged, and mechanism-driven form of cyber-enabled deception in which
risk arises from interactions between cognitive constraints, message engi-
neering, organisational workflows, and platform capabilities (Wang et al.,
2021; Nowakowski, 2025). Prevention strategies that remain focused on
the end-user risk misdiagnosing the problem, while approaches that inte-
grate education with screening infrastructures and sociotechnical design
are more consistent with the empirical and conceptual evidence base
(Klimburg-Witjes and Wentland, 2021; Aldawood and Skinner, 2019).

Technological Asymmetry and Escalation
in Contemporary Social Engineering

In the past decade, digital transformation has fundamentally altered
the landscape of social engineering. Global social networks, mobile con-
nectivity, and affordable Internet access have created significant opportu-
nities to combine technical and human attack techniques, resulting in
higher success rates. The emergence of the “network society”, built on in-
stant and inexpensive communication, enables attackers to reach and influ-
ence targets on a larger scale and at a faster pace. As technologies have
evolved at an exponential rate, attackers have quickly incorporated them
into deception strategies, while defenders have often struggled to adapt.
This dynamic has produced a form of technological asymmetry — advanced
tools in the hands of attackers versus unprepared or underequipped targets
— and has led to an escalation or arms race in tactics.

Contemporary social engineering increasingly employs Al-gener-
ated content to deceive human targets with a high degree of realism. Gen-
erative Al tools, especially large-scale language models and deepfake gen-
erators, have introduced sophisticated attack vectors that blur the line be-
tween authentic and fraudulent communication (Schmitt and Flechais,
2024). For example, Al-generated phishing emails are more likely to con-
tain correct grammar, context-aware phrasing, and a convincing tone, mak-
ing them much harder to identify as fraudulent compared to the error-filled
spam of the past (Schmitt and Flechais, 2024). Similarly, deepfake tech-
nologies enable the creation of hyper-realistic voice messages and video
impersonations, allowing attackers to convincingly present themselves as
trusted colleagues or public figures (Schmitt and Flechais, 2024). For in-
stance, Collier (2025) notes that voice-deepfake synthesis can be used in
family-impersonation vishing (e.g., “grandparent” scams), increasing plau-
sibility and success likelihood This has significantly increased the success
rate of high-risk fraud schemes such as business email compromise (BEC)
and executive impersonation fraud (Matecas et al., 2025). These examples
illustrate how the asymmetric use of advanced Al provides attackers with
new opportunities to exploit human trust, surpassing the ability of victims
to distinguish reality from fiction. In addition to targeting live individuals,
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social engineering increasingly uses bots and agents, such as Al-powered
customer service, to further this trend (Matecas et al., 2025). Generative
models can also create synthetic social media profiles with realistic photos
and personal information, which are then used to befriend targets and build
trust over time. The technological asymmetry is clear: average users as-
sume they are communicating with a real person, unaware that an Al agent,
guided by vast amounts of available data and using algorithms to orches-
trate the conversation, is behind the interaction. Some studies show that
generative Al effectively removes many of the telltale signs of fraud that
users once relied on (Alahmed et al., 2024). Furthermore, attacks are no
longer limited to email phishing; phone calls, text messages, and social
media messages generated by artificial intelligence can also be used to so-
cially engineer victims (Alahmed et al., 2024).

These innovations have significantly lowered the entry barrier to
conducting sophisticated social engineering. Previously, only well-
equipped actors — such as state intelligence agencies or organised crime
rings — could execute complex deception operations, often investing con-
siderable time in devising excuses, rehearsing fake scenarios, or coordinat-
ing teams (Stoica, 2021). Today, however, openly available Al tools enable
even modestly skilled attackers to generate numerous customised attack
templates within seconds, effectively automating the creative workload
(Matecas et al., 2025). From an offensive cyber operations perspective, Al
compresses reconnaissance and tailoring work, enabling rapid production
of highly personalised social engineering content and scaling campaigns
far beyond what manual social engineering could sustain (Collier, 2025).
This democratisation of capability erodes the asymmetry that once fa-
voured only the most skilled or resource-rich individuals or groups. A re-
cent study showed that, with minimal guidance, readily available large lan-
guage models can produce credible spear-phishing emails and vishing
(voice phishing) call scripts, often indistinguishable from those written by
experts (Matecas et al., 2025).

In summary, Al and automation have escalated human-targeted de-
ception by increasing the realism, variety, and interactivity of attacks,
thereby raising the likelihood that targets will be deceived. Furthermore,
Al-driven human deception has multiplied both the quantity of attacks
(through automation and scale) and their quality (through sophistication
and personalisation), redefining what constitutes realistic deception in the
digital age. In addition to targeting human perception, attackers are also
engaging in technical deception — the manipulation of digital and physical
systems to deceive victims or evade security measures (Stoica, 2021). One
aspect is the creation of fraudulent infrastructure, such as counterfeit web-
sites, emails, or online assets that falsely present themselves as legitimate.
By mimicking trusted portals or communication channels, adversaries can
trick users into unknowingly interacting with malicious systems. A flood
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of fraudulent emails and domains can be automatically generated and ro-
tated, confusing traditional blacklists and reputation-based defences
(Schmitt and Flechais, 2024).

Another aspect of technical deception is deceiving machines that
protect or inform human decision-making. In the social engineering con-
text, this could involve crafting phishing emails or chat messages specifi-
cally optimised to fool spam filters and Al-based detectors. Rather than
focusing solely on deceiving humans, the attacker also targets defensive
Al For example, by using generative models to test and improve phishing
content, attackers can identify phrases or formats that consistently bypass
email classifiers, thereby neutralising automated defences (Schmitt and
Flechais, 2024). This phenomenon exemplifies escalation: while organisa-
tions use Al to detect fraud, attackers respond by using Al to generate eva-
sive attacks — a duel of algorithms underlying human-targeted deception.
As a result, conventional security tools, which often rely on static rules or
past attack signatures, become less effective (Alahmed et al., 2024).

Attackers are increasingly using sensor spoofing and technical ma-
nipulation of physical systems as part of blended social engineering at-
tacks. In some scenarios, a “social engineer” may target an automated sys-
tem trusted by a human, rather than directly exploiting human psychology
(Kumar et al., 2025). For example, by using deepfake audio trained to
mimic the victim’s voice, attackers can deceive automated speaker recog-
nition systems into believing the victim has authenticated. Once the system
is deceived, individuals can be socially engineered through an intermediary
— they trust the machine’s validation and, consequently, the caller. Simi-
larly, in the fields of autonomous vehicles and the Internet of Things, recent
studies have shown that carefully crafted signals can spoof sensors (Xu et
al., 2023). In one study, attackers projected fake traffic and environmental
signs, causing autonomous car sensors to perceive non-existent obstacles
or to miss real ones, potentially leading to dangerous behaviour (Xu et al.,
2023). While not a classic social engineering attack on a person, such tech-
nical deceptions create false realities to which engineers and users may re-
spond inappropriately. They illustrate the broader concept of infrastructure
deception — where any component of the digital ecosystem (from Al sys-
tems to network protocols) can be manipulated to support an attack. These
developments demonstrate how modern social engineering operates on
multiple fronts: by deceiving the human mind with convincing content and
by manipulating the technical environment to reinforce the illusion. This
multi-layered approach marks a clear escalation from earlier eras, requiring
equally sophisticated awareness to counter.

A common theme underlies these trends: digital automation and Al
have transformed the feasibility, scope, and sophistication of social engi-
neering. Attackers now routinely use big data and machine learning to in-
crease the success of their attacks. Artificial intelligence can analyse vast
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amounts of personal data, social media posts, and other digital footprints
to profile potential victims in detail (Blauth et al., 2022). Automated recon-
naissance, once a labour-intensive process, can now be performed rapidly
by algorithms that identify those most vulnerable in a given system (f, new
employees or individuals with publicly available contact information and
specific interests). Blauth et al. (2022) note that Al-driven target selection
reduces the time and effort required for attackers to find vulnerable indi-
viduals, making Al-driven social engineering an effective and inexpensive
threat. With AI handling the bulk of the work, even mass-personalised at-
tacks become feasible. An attacker can craft 1,000 individually tailored
phishing messages as easily as 10 generic ones, undermining the economic
constraints that once limited the reach of fraud. Furthermore, the issue is
not only the scale and volume of attacks, but also their variation: Al-pow-
ered models can generate an almost infinite series of unique message
phrases, avoiding repetition that could trigger detection. Such polymorphic
social engineering ensures that each victim receives a slightly different
bait, bypassing universal warning signs (Pakina et al., 2025).

In the cybercrime literature, this phenomenon has been identified as
a shift towards “attack as a service,” where threat actors use Al platforms
to carry out much of the work involved in committing cybercrime
(Broadhurst et al., 2019; Hayward and Maas, 2020). Furthermore, Blauth
et al. (2022) argue that advanced Al tools have blurred the distinction be-
tween human perpetrator and tool, as Al can autonomously generate and
execute social engineering attacks with minimal human input. The question
arising from this observation is whether Al itself can be considered a “mo-
tivated perpetrator” in criminological models or merely an extension of
user intent.

It is important to note that technological asymmetry can have recip-
rocal consequences in this escalation. On one hand, attackers from this cy-
bercrime group continue to enjoy disproportionate advantages such as ac-
cess to zero-day exploits, vast Al computing resources, or specialised
knowledge, which they integrate with social engineering to devastating ef-
fect. These actors coordinate campaigns that combine hacking and psycho-
logical warfare, as seen in state-led disinformation and phishing operations
(Stoica, 2021; Collier, 2025). On the other hand, the proliferation of Al
tools has empowered attackers with fewer resources, narrowing the gap
between high- and low-level threat actors ihyper-ren terms of social engi-
neering capabilities (Matecas et al., 2025). The ability to synthesise human
deception on a large scale is no longer exclusive to intelligence agencies;
it is now available through APIs and open-source models to anyone with
malicious intent.

From the perspective of those involved in preventing such attacks,
the contemporary landscape of social engineering is defined by both the
sheer volume of attacks and their high sophistication. Every email, call, or
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message can be supported by Al-selected personal information, written in
grammatically correct text, potentially deepfaked, and delivered through a
fraudulent channel. Psychological tactics — such as inducing trust, fear, or
urgency — remain rooted in traditional principles of manipulation, but their
execution is now enhanced by 21st-century automation and Al

In summary, technological asymmetry and escalation have funda-
mentally transformed social engineering. Human-centric social engineer-
ing has reached new heights with Al, deepfakes, and chatbots that exploit
human trust on a massive scale and with remarkable realism. Technical
deception — from fake websites and infrastructure to hostile exploitation of
Al and sensors — adds another dimension, undermining the tools and chan-
nels we rely on to distinguish truth from falsehood. Digital infrastructures,
especially artificial intelligence and automated systems, have proven to be
doubly effective: they empower defenders, but also greatly enhance attack-
ers’ ability to manipulate and adapt.

The current trend in social engineering is therefore characterised by
an accelerated arms race in which advances in generative artificial intelli-
gence and automation continue to outpace deception, at least until equally
advanced countermeasures emerge. The emerging evolution of the Al-en-
abled social engineering threats can be classified into ‘3E phases’, i.e. 1)
Enlarging, the growth of attacks through digital media, ii) Enriching, add-
ing new threat vectors and approaches, and iii) Emerging new threats and
methods (Yu et all., 2024). While a detailed discussion of mitigation is be-
yond the scope of this chapter, recognising the nature of the threat is a cru-
cial first step. Technological asymmetry means that attackers will seek any
advantage that innovation provides; escalation means those advantages
will be ruthlessly exploited and disseminated. Recognising these realities
is essential for both academia and industry as they strive to safeguard the
human element in an era of intelligent, automated deception.

Prevention and Intervention:
Educational, Organisational, and Socio-technical

Effective prevention of social engineering requires a layered soci-
otechnical approach that combines people-focused measures with support-
ing technical controls (Anderson et al., 2016). In practice, this involves
raising users’ awareness of potential dangers in decision-making, making
it part of the defence mechanism within organisational processes and sys-
tems. Cletus et al. (2022) compare this to building a “human firewall”, that
is, a workforce trained to recognise and combat manipulation. However,
research (Li, Song and Pang, 2023; Cletus et al., 2022) consistently shows
that general, one-off awareness training has limited impact. If training is
too focused on compliance with legal norms or the content is too abstract
in relation to the real work context, employees tend to ignore it, and the
“human firewall” can fail in practice (Cletus et al., 2022). In educational
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institutions such as universities, which have open communication norms
and diverse users, simplistic ad hoc warning messages, annual seminars, or
thematic workshops are particularly insufficient. A more comprehensive
strategy is needed, focusing on continuous education, a supportive culture,
and usable security design (Li, Song and Pang, 2023).

By reviewing the literature on social engineering and its associated
problems, guidelines can be identified that serve as a basis for creating pre-
vention models and strategies to reduce the likelihood of successful social
engineering attacks.

One important guideline concern adapting education and pro-
grammes to the actual roles individuals have in their organisations, using
real or highly realistic scenarios. Security awareness programmes are most
credible when they reflect the actual working conditions and decision
points employees face. Instead of universal content, education and training
should be based on the specifics of individual roles — for example, staff in
the financial sector should learn to recognise engineering attempts related
to accounts or financial operations, while IT staff should be trained to ver-
ify the identity of callers. Aldawood and Skinner (2019) note that many
organisations fail to adapt their training to different staff groups, which
limits effectiveness, while adapting content to the job context improves rel-
evance and engagement (Alsulami et al., 2021). From the technical aspect,
this approach must include customized roles or jobs specific training plat-
forms and realistic simulated phishing exercises.

The second principle underpinning training is to make it interactive
and experiential. Simulated phishing exercises and dashboards, just-in-
time prompts, scenario-based workshops, and guided reflections on past
incidents are much more effective in helping employees build practical de-
tection skills. Cletus et al. (2022) found that programmes relying solely on
PowerPoint presentations or quizzes often fail to achieve lasting impact,
while those incorporating active participation, such as role-playing, are
more effective in promoting safer behaviours in digital environments. Sim-
ilarly, Syafitri et al. (2022) emphasise that experiential learning compo-
nents can bridge the gap between knowledge and action in preventing so-
cial engineering. For example, live-fire exercises (phishing simulations
with immediate feedback) allow users to learn from mistakes in a safe en-
vironment. Additionally, interactive e-learning platforms, sandboxing, and
collaboration and engagement tools can play vital roles in such trainings.

The third principle emphasises reinforcement and regular follow-up
of training to maintain and refine learned skills. One-off training sessions
have only short-term benefits if not reinforced. Numerous studies (Cletus
et al., 2022; Syafitri et al., 2022; Aldawood and Skinner; Yu et al., 2024)
encourage a shift from annual training to ongoing awareness and education
programmes. This can include periodic refresher modules, monthly micro-
learning sessions, manager-led follow-ups or reinforcements, and surprise
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simulation exercises to keep users engaged and better prepared for chal-
lenges. In their research, Aldawood and Skinner (2019) highlighted that
attackers are constantly updating their tactics, so training for staff respon-
sible for prevention must also be updated and repeated to keep pace. Cletus
et al. (2022) propose a behavioural change framework called ATAC
(Awareness — Transition — Adaptation — Consolidation) to highlight the
decline after initial training. In their model, initial awareness must be trans-
formed into adaptive responses through practical work and active training
and ultimately consolidated into long-term habits through continuous rein-
forcement. The key message of this model is that habits are formed over
time — a single training session or seminar, no matter how good or how
expert the facilitators, is unlikely to permanently change behaviour without
accompanying practical training. Reinforcement prompts can enable con-
text-aware automated security reminders at important and needful mo-
ments. Moreover, micro-learning apps and analytics dashboards may also
be useful for this approach.

The fourth principle, which is otherwise ever-present when address-
ing issues related to theory and practical work, is bridging the gap between
knowledge and action. Simply knowing about social engineering threats
does not ensure that a person will respond correctly and promptly when
under pressure or otherwise hindered in their work. Some studies have con-
firmed this gap, noting that many users who can identify phishing still click
on suspicious links if they do not receive practice and support. For exam-
ple, Alsulami et al. (2021) found that even participants with sufficient
knowledge of phishing concepts often failed to apply that knowledge in
real-world scenarios. The implication of these findings is that awareness
must be translated into action through well-designed interventions.

However, technical defences alone will fail if the organisation’s cul-
ture and policies do not reinforce safe practices, which is the fifth principle
on which prevention should be based. Borkovich and Skovira’s (2019) re-
search introduce the concept of “cybersecurity inertia”, where organisa-
tions recognise threats such as social engineering but delay action due to
internal resistance or complacency.

Common issues also include fragmented responsibility (“it is IT’s
job, not mine”), budget constraints, and a tendency to blame individual em-
ployees for breaches rather than addressing systemic weaknesses. Over-
coming this inertia requires visible leadership commitment and a culture
that treats security as everyone’s responsibility. As Borkovich and Skovira
(2019) note, elevating cybersecurity to a “top-down, organisation-wide pri-
ority” ensures that training and policies for system security are taken seri-
ously at all levels.

The sixth principle underlying the development of prevention strat-
egies is to foster an environment that focuses on learning from mistakes
rather than assigning blame for failures. A key aspect of the organisational
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context is how errors and incidents are managed. An approach is to create
‘Non-Punitive Culture’ in which individuals who have fallen victim to so-
cial engineering are punished without addressing the circumstances that led
to the incident can deter others from reporting similar events (Klimburg-
Witjes and Wentland, 2021). A more effective strategy is to share respon-
sibility — acknowledging that people are imperfect and designing systems
that support them. One way to achieve this is to implement a policy of
anonymous reporting of incidents or “near misses” (where employees can
report a suspicious attempt without fear of punishment), coupled with di-
rect training. In short, people should feel safe admitting mistakes or uncer-
tainties, enabling the organisation to continuously improve its defences.
Organizations may also introduce a "Security Champions" program where
the individuals who report phishing incidents can earn rewards or get rec-
ognized for their efforts, and they help encourage everyone to stay alert and
active (Jayatilaka, 2021). The most common and quick channels for the
incidents reporting can be dedicated email addresses, web-forms, browser
extensions, and mobile apps.

The foundations of the sixth principle also underpin the seventh
principle, which is to embed a secure environment into daily operational
routines and accountability structures. To sustain efforts to prevent damage
from social engineering, organisations can integrate security checkpoints
into standard workflows, such as additional protocols for larger transac-
tions or password generation for email accounts. For example, integrating
verifications workflows, incident reporting mechanisms, and interactive an-
alytics dashboards among others are highly important. Borkovich and
Skovira (2019) also suggest measures such as ethical hacking simulations to
detect vulnerabilities in systems at regular intervals, ensuring the overarching
goal of embedding security awareness into the organisational structure —
from training for new employees, through performance appraisals, to internal
communications (sharing tips, celebrating “security heroes”, etc.). When se-
curity is reinforced by organisational structures and culture, employees are
more likely to remember and apply what they have learned in training.

However, care must be taken not to overdo security instructions and
activities. It should be remembered that even well-trained, conscientious
users can make mistakes, especially under time pressure or cognitive load.
Usability research in security shows that if warnings and controls are too
frequent, confusing, or obstructive, users will eventually ignore them — a
phenomenon known as security warning fatigue or habituation (Anderson
et al., 2016).

Zaaba et al. (2021) investigated the design of warnings and instruc-
tions about the dangers of falling victim to social engineering in this con-
text. Their research showed that the design and clarity of instructions re-
lated to social engineering risks are important factors for more effective
defence. Security warnings should be concise, actionable, and context spe-
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cific. The same authors emphasise that, instead of lengthy, generic mes-
sages, instructions that briefly state the risk and guide the user on what
action to take (such as whom to report to and what type of threat is present)
are more effective. Additionally, the filtering system should be adjusted, as
warnings that appear too frequently or for messages flagged solely because
they come from a particular email address can have the opposite effect:
users may begin to ignore these warnings, increasing the prospect of be-
coming victims of social engineering. Li et al. (2023) describe a pattern-
based framework that includes such countermeasures for each phase of a
social engineering attack. In essence, technical and procedural safeguards
provide support.

In conclusion, based on previous research and proposals, the most
effective defence against social engineering is a combination of all
measures — a multi-component prevention strategy (Zaaba et al., 2021; Li
et al. 2023; Syafitri et al., 2022). Contemporary prevention research advo-
cates multi-component programmes that combine education, process im-
provements, technology, and continuous evaluation. No single measure is
infallible, but together they create defence in depth.

By applying such a multi-layered approach — education, organisa-
tional strengthening, and enabling technology — the risk of social engineer-
ing can be significantly reduced. It is crucial that each layer complements
the others: informed and vigilant users, supported by a strong security cul-
ture and effective technical safeguards, create an environment in which at-
tackers do not find easy targets. This integrated strategy goes beyond view-
ing people as the weakest link and instead empowers them as a key line of
defence, supported by their institution's policies and infrastructure.

DISCUSSION

Taken as a whole, the literature supports a relatively stable conclu-
sion that social engineering remains difficult to prevent because it exploits
ordinary social and cognitive processes, while modern communication in-
frastructures amplify its reach, speed, and adaptability. As a result, preven-
tion strategies that rely primarily on individual vigilance are substantially
unstable. This does not mean that user behaviour is beside the point; rather,
prevention effectiveness depends on how individual capability-building is
integrated into organisational routines and technical safeguards (Aldawood
and Skinner, 2019; Li et al., 2023; Syafitri et al., 2022).

A recurring contribution of recent conceptual work is greater clarity
about what constitutes social engineering and why definitions matter for
prevention evaluation. When social engineering is defined too broadly, pre-
vention claims become difficult to interpret because interventions are
measured against heterogeneous phenomena (Wang et al., 2020). In oppo-
sition, when prevention discourse over-narrows the phenomenon to “care-
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less clicking”, it tends to ignore social and organisational mechanisms that
shape exposure (Klimburg-Witjes and Wentland, 2021). The review there-
fore supports using definitional anchors that distinguish social engineering
by its primary mechanism — manipulation and compliance-seeking — while
remaining attentive to the socio-technical environments that make those
mechanisms effective (Wang et al., 2020; Zaoui et al., 2024).

The evidence base also indicates that vulnerability is best under-
stood as contextual and patterned, rather than as a single trait or deficit. In
social networking settings, susceptibility and victimisation are linked to
combinations of factors spanning habits, socio-emotional dynamics, cog-
nition, message features, and sender cues, with effects varying by sample
and platform context (Alshammari et al., 2025; Albladi and Weir, 2018).
Message-level studies similarly suggest that persuasive effectiveness de-
pends on how requests are framed and which cues are emphasised, which
is relevant for designing both educational and platform interventions (Al-
garni, 2019). Trait-based explanations appear less useful as standalone pre-
vention tools; even when personality correlates are identified, they do not
justify operational “profiling” approaches and risk reinforcing unproduc-
tive “weak link” narratives (Muhanad et al., 2025; Klimburg-Witjes and
Wentland, 2021).

Regarding education and training, the literature is consistent on two
points. First, training often improves knowledge and reported confidence.
Second, the translation of knowledge into durable practice is uneven and
contingent on context, reinforcement, and integration with organisational
processes (Aldawood and Skinner, 2019; Priimmer et al., 2024; Priimmer
et al., 2025). This aligns with organisational perspectives that highlight
compliance constraints and inertia: users may understand risks yet continue
unsafe routines when secure actions are cumbersome or socially costly
(Beautement et al., 2008; Borkovich and Skovira, 2019). Usable-security
research provides an additional constraint: repeated warnings can lead to
habituation and reduced attention, undermining prevention strategies that
assume sustained vigilance in high-friction environments (Anderson et al.,
2016; Kirwan et al., 2020; Zaaba et al., 2021). These bodies of work con-
verge on a prevention implication that is especially relevant for institutional
and legal audiences: education is necessary, but it should be treated as just
one component of an engineered multi layered prevention system.

Rapid technological change intensifies these challenges. Recent re-
search on Al-enabled deception and deepfake-driven social engineering in-
dicates a shift in the cost structure of persuasion: content can now be pro-
duced at scale, adapted rapidly, and made more plausible, reducing the di-
agnostic value of surface-level cues (Matecas et al., 2025; Pedersen et al.,
2025; Schmitt and Flechais, 2024). In practical terms, prevention ap-
proaches that rely on users detecting poor language, generic templates, or
implausible identities are likely to become less effective. This strengthens
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the case for verification infrastructures (authenticated channels, escalation
norms, provenance signals) and for organisational workflows that enable
verification under time pressure (Li et al., 2023; Pedersen et al., 2025). As
the normal working culture of an organization is dynamic and based on
trust, informal norms, unwritten rules, power dynamics, different commu-
nication styles and behavioural pattens, it is highly likely that the Al mod-
els cannot fully understand the actual context and situation (Rahwan, 2019)
. It may be because that data training of the Al-based models is made based
on the past events or incidents and does not fully consider or sense the
current organisational culture or norms.

Technological platforms such as Al-enabled threat detection and be-
haviour analytics tools can be highly useful in detecting the anomalies and
potential malicious entities, but they can also produce higher false positive
or negative rates (FPR/FNR) (Tiwari, 2025). This situation may lead to the
‘alert fatigue’ where the security team receives massive volume of the
alerts from AI/ML tools that significantly hampers detection capabilities
and corresponding responses (Tariq et al., 2025). Moreover, with increased
use of AI/ML in the prevention approaches, there is limited transparency
and explainability in Al-based decision-making that can cause various
challenges, e.g., organisations cannot validate the system decisions and
compliance requirements may not be properly fulfilled.

Two evidence gaps are relevant for a cautious, objective interpreta-
tion. First, many studies rely on self-report measures, short follow-up pe-
riods, and non-comparable outcomes, which limits inference about sus-
tained prevention effects (Priimmer et al., 2024; Priimmer et al., 2025).
Second, much of the literature is context-specific (sector, country, plat-
form), and generalisability is not always tested; the field would benefit
from more cross-context replication and multi-method designs that com-
bine behavioural measures with organisational or process analysis (Syafitri
et al., 2022; Alshammari et al., 2025). For prevention policy, this suggests
that institutions should implement interventions with built-in evaluation
(behavioural indicators, reporting rates, response times, simulation out-
comes), rather than assuming training is effective by default (Aldawood
and Skinner, 2019; Syafitri et al., 2022).

CONCLUSION

This review examined social engineering in relation to social, edu-
cational, and technological challenges in crime prevention. The literature
consistently describes social engineering as a socio-technical form of of-
fending: manipulation and compliance-seeking are central mechanisms,
while digital infrastructures enable scale, repetition, and rapid adaptation
(Wang et al., 2020; Mitnick and Simon, 2002). Evidence from user-, mes-
sage-, and context-level studies indicates that vulnerability is shaped by
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patterned combinations of habitual behaviour, socio-emotional dynamics,
cognitive processing, and platform cues, with effects varying across set-
tings (Alshammari et al., 2025; Albladi and Weir, 2018; Algarni, 2019).
Training and awareness programmes contribute to prevention, but their ef-
fects are contingent and often limited when they are generic, weakly rein-
forced, or poorly integrated into organisational routines and usable security
design (Aldawood and Skinner, 2019; Priimmer et al., 2025; Zaaba et al.,
2021).

The review further suggests that accelerating technological change
— particularly Al-enabled deception and deepfake-based impersonation —
reduces the reliability of superficial detection cues and increases the need
for verification infrastructures and workflow-based controls (Matecas et
al.,2025; Pedersen et al., 2025; Schmitt and Flechais, 2024). Consequently,
prevention strategies that rely on perfect individual vigilance are unlikely
to remain adequate. A more robust prevention approach is layered and in-
stitutional: role-sensitive capability-building, supportive reporting and ver-
ification norms, interface and platform interventions that reduce cognitive
burden, and governance arrangements that allocate responsibility appropri-
ately and enable continuous evaluation (Li et al., 2023; Syafitri et al., 2022;
Klimburg-Witjes and Wentland, 2021).

Future research would benefit from stronger behavioural measure-
ment, longer follow-up periods, cross-context replication, and closer inte-
gration between empirical susceptibility research and organisational or pol-
icy analysis. For practitioners and policymakers, the practical implication
is clear: effective cybercrime prevention for social engineering requires co-
ordinated action across education, organisational design, technology, and
governance, rather than isolated interventions targeted at individual users.
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N3A30BA

Haaudop Jonexan', Tanem Kymap?

'Vuusepsuter y 3arpeOy, PakynTeT 3a eAyKallljCKO-PeXaOWINTAIUjCKE HAYKE,
Opnesbeme 3a KpUMHUHOJIOTH]Y, 3arped, XpBaTcka
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Aunto, ®uHcka

Pe3ume
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KOMe Ce YKpIITajy IICHXOJIOIIKH MeXaH3MH yoehnBama, 00paciy cBakoJHEBHE KOMY-
HUKallWje U Ha4lH Ha KOjH Cy paJiHU 3aJallil OpraHu30BaHu. TexuIITe Hije Ha Moje -
HaYHUM TpelrkaMa, Beh Ha OKOJHOCTHUMA y KOjHMa ce OIyKe JJoHOce Op30, o[ IpH-
THCKOM U y3 OClIamarbe Ha yoOnJajeHe curHaje noBepera (1o3Hara aapeca, O4eKHBaHa
MOpYKa, ayTOPUTET MOIIMIbaona, ocehaj XUTHOCTH, PyTHHA OATOBapama). Y TOM OKBHU-
PY COILMjaTHU HHKEHEPHUHT Ce MPHKa3yje Kao 00NMUK KpUMHHAIHOT JeJ0Bamba KOjU KO-
PMCTH JPYIITBEHE OJHOCE U KOMYHUKAI[MOHE HABUKE HCTO OHOJMKO KOJMKO KOPHCTH
TEXHUYKY HHPPACTPYKTYPY.

Cpenuiumy J1eo paga cucTeMaTn3yje JIUTepaTypy U3 BUIIE 00JAaCTH M NMpaTH TPH
JIMHUje pachpase. Y MpBOM JIeTy pa3Marpajy ce 00pacii BAKTUMHU3AIH]C U Pa3THIUTH
O0JIMIM parUBOCTH, NIPU YeMy Ce HarjamiaBa Ja ycIleX Halala He 3aBUCH CaMo O]
3HaWba WIH ,,TUIA JAYHOCTH ", Beh 01 KOHKpETHE CUTyaIlHje: pajHe yJiore, OpraHu3a-
[IMOHHX OYEKHBaHba, KaHaJIa KOMYHHKALMje U EeMOLMOHAIHOT CTama MPUMaoLa opyke.
Tloce6HO ce mcTuye na NCTH MOjeMHALl MOXKE Y jJeJHOM KOHTEKCTY IPEMO3HaTH IIpeBa-
Py, @ y OpyroM pearoBaTH yNpaBO OHAKO KaKO Hamajaad »Kejd, IITO HMOTBphyje aa je
HPOLIEHA PU3MKA CHAXKHO YCIIOBJbEHA OKPY)KEHEM M TPCHYTHUM 3aJ1aTKOM. Y Ipyrom
Jielly paJia aHaIU3Mpajy ce elyKaTUBHE M opraHusanuoHe Mepe. Ilokasyje ce na Tpe-
HHH3HU 1 KaMIlakbe MOTy UMaTH e(eKTa, any 1a TH eekTH decTo cnade Kaja cy caup-
JKaju ONIITH, Kajia ce CIPOBOIE OBPEMEHO U Kajia HUCY IIOBE3aHH ca CTBAPHUM IIPO-
Heaypama y ycTaHOBH Win koMnaHuju. Takolhe, paj ykasyje Ha orpaHuueHha CTaHIapa-
HUX YIO30pema y HHTepdejcuMa: KOPHUCHUIN BPEMEHOM IIpecTajy Ia ux mpumehyjy,
ayToMarcku Kiukhy Kpo3 MOpyKe CHCTeMa WM UX TyMaue y CKJIaay ca pagHUM IpH-
opUTeTHMa, a He Oe30eqHOCHUM MpaBmmMa. Y TpeheM nemy obpalyyje ce caBpeMeHH
TEXHOJIOIIKH Pa3Boj, HAPOUYHUTO YHOTpeda reHepaTHBHE BEIITAYKE HHTEIUTEHIIH]e, KOja
HamasagnMa omoryhasa OpiKy IpHIIpeMy YBEpJBUBHX IOpyKa, Behu o0num Kammama u
npenu3Huje npuiiarohasame caapkaja MeTd. JlofaTHy TeXKUHY UMajy ajaTH 3a UMUTa-
1]y TJIaca U CIIMKe, jep MOTKOIaBajy Ocamamke Ha ,,[IPETIO3HATIBHB IJ1ac’, BUJEO-T10-
3MB WJIM CTHJI ITMCakha Kao 3HAKOBE Ay TEHTHYHOCTH.

Ha ocHoBy npukasane rpalje, pag npemiaxe npomMery (Goxyca y IpeBeHIHjH: yMe-
CTO MOJIeJIa KOji OJJrTOBOPHOCT Mpedalryje TOTOBO HCKJbYYHBO HA MOjEeANHIIA, TOTPeOHA
je u3rpajimba OTIIOPHOCTH Ha HUBOY OpraHU3aliMoHOr cuctema. To moapasymMeBa Jia ce
HPOBEPE HACHTHTETA M OCETJHUBUX 3aXTEBA HE OCTABIbajy CaMO MPOLIEHH 3aI0CIICHNUX,
Beh ma Oyny yrpahene y paaHe TokoBe (HIp. o0aBe3Ha MOTBP/a IPYTUM KaHATIOM, jaCHH
MPOTOKOJIH 32 (PMHAHCH]CKE ¥ KaJJPOBCKE 3aXTEBE, yCIOpaBamke Mpolieca Kajia ce TPaxu
XHUTHa peakuuja). VicToBpeMeHo, BaXKHU Cy W IU3ajH KOMYHHKAI[HOHUX IUIaTQOPMH,
60Jba BUAJBMBOCT MOY3JaHUX CHTHAJNA, KA0 M Mepe KOje OTeXaBajy JIaXKHO IPeJCTaB-
Jbarbe U 3JI0yNoTpedy uAeHTHTeTa. 3aBPIIHO, paJ| Harjaniasa aa oyayha ucrpaxusama
Tpeba 1a ce Mame Ocliambajy Ha M30J0BaHa TECTHPama ,,IPeNo3HaBamba IIXUCXUHra™, a
BHIIIC Ha TIpaliekse NOHalIakha y PEeaTHiM YCIIOBUMa, KPO3 Ay’Ke BPEMEHCKE TIepHOJIE 1
Y Pa3IMYUTUAM CEKTOPUMA, KaKo OH ce Mpeu3HHje MPOIEHIIO KOje KOMOMHAIIH]e OpTa-
HM3AIMOHUX, SAyKaTHBHUX M TEXHUYKHX Mepa 3auCTa CMambyjy YCIEIIHOCT COLjaj-
HOT MH)KEHEPUHTA Y TIPAKCH.



